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Abstract

Service Function Chains (SFCs) support computer networks to keep pace with
increasing user numbers and changing usage patterns by enabling network pro-
grammability. SFCs virtualise network functions, such as firewalls, enabling
them to be programmatically embedded on servers and linked, creating a chain
of virtual network functions. Optimally composing and embedding SFCs on
physical networks is an NP-hard optimisation problem. Since 2016, there has
not been a comprehensive literature survey of approaches to optimally compose
and embed SFCs across all application domains.

In this work, we survey the literature, identify, and analyse 209 papers based
on their title, abstract and content. We then develop an analytical framework to
extract data from the curated papers. Based on the data, we propose an update
to the existing three-stage definition of the optimal SFC composition and embed-
ding problem, factoring in recent technological advancements and approaches.
We analyse the extracted data in terms of use cases, including optimisation
objectives, application domains, physical network topologies, algorithms used,
their scalability, their adaptability to a dynamic network environment, and the
evaluation mechanisms used. Based on this analysis, we finally present emerging
trends and identify research gaps in the literature.
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1. Introduction

Computer networks are a fundamental part of modern society, playing a
pivotal role in healthcare [1], finance [2], governance [3] and entertainment [4].
This makes their safe and reliable operation essential to the smooth functioning
of our society, requiring them to keep up with the changing ways in which we use
them and the increase in user demand. Yet, traditional networks require manual
intervention to adapt to changes in user demand and the operating environment,
compromising on safety and reliability. Network programmability, by enabling
programmatic control of networks, enables faster adaptation to these changes,
ensuring safety and reliability [5].

Service Function Chaining (SFC) [6] is one way of realising network pro-
grammability. As shown in Fig. 1, SFC uses Network Function Virtualisation
(NFV) [7] to virtualise network functions, such as a firewall, so that they can
be programmatically embedded on servers, and uses Software Defined Network-
ing (SDN) [8] to programmatically route traffic between these Virtual Network
Functions (VNFs), creating a chain of VNFs. Optimally composing and em-
bedding SFCs on a physical network is a challenging problem, requiring an
optimisation approach [9].

Herrera et al. [9] surveyed approaches to optimally compose and embed SFCs
in 2016 and defined the optimal SFC composition and embedding problem in
terms of three stages. Since then, to the best of our knowledge, 5 papers [10–14]
have surveyed this landscape; however, they surveyed approaches to optimising
only one of the sub-problems [11, 12], focused only on a specific application
scenario [12–14], such as 5G or distributed environments, or did not consider
the definition introduced by Herrera et al. [10, 13, 14].

In this paper, we systematically survey 209 papers published between 2014
and 2025, and critically analyse the three-stage problem definition introduced by
Herrera et al. [9] on the backdrop of recent advancements and approaches, and
introduce an updated three-stage problem definition (Section 4). We analyse the
papers in terms of their use cases (Section 5), such as optimisation objectives,
application domains, and network topologies, algorithms used (Section 7), their
scalability and dynamic nature, and evaluation mechanisms (Section 8). We,
then, identify and discuss emerging trends (Section 9) in approaches and gaps
in existing research (Section 10). We believe this paper will help the research
community by providing the state of the art of optimal SFC composition and
embedding approaches, and guide future research by identifying research gaps
and emerging trends in the literature. Table 1 lists the acronyms used in this
paper and their definition.

2. Background

We now provide an overview of SFC, its optimisation challenges, and con-
textualise related surveys.
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Acronym Definition

SFC Service Function Chain
NFV Network Function Virtualisation
SDN Software Defined Networking
VNF Virtual Network Function
VL Virtual Link
ETSI European Telecommunication Standards Institute
IETF Internet Engineering Task Force
NFV-RA Network Function Virtualisation-Resource Allocation
VNF-CC Virtual Network Function-Chain Composition
VNF-FGE Virtual Network Function-Forwarding Graph Embedding
VNF-SCH Virtual Network Function-Scheduling
SFCR Service Function Chain Request
VNF-FG Virtual Network Function-Forwarding Graph
SFC-OCE Service Function Chain-Optimal Composition and Embedding
VNF-EM Virtual Network Function-Embedding
VL-EM Virtual Link-Embedding
ISP Internet Service Provider
IoT Internet of Things
WDM Wavelength Division Multiplexing
MEC Multi-access Edge Computing
EON Elastic Optical Network
A3C Asynchronous Advantage Actor-Critic-based
RAN Radio Access Network
RL Reinforcement Learning
NN Neural Network
LSTM Long Short-Term Memory
MDP Markov Decision Process
RNN Recurrent Neural Network
DQN Deep Q-Network
ML Machine Learning
GA Genetic Algorithm
GWO Grey Wolf Optimisation
PGVT Production-Grade Virtualisation Tools
DT Digital Twin

Table 1: Acronyms used in this paper and their definitions
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Figure 1: SFC creates a virtual service overlay over the physical network by using NFV and
SDN.

2.1. Service Function Chaining
In traditional networks, network functions, such as firewalls, are hardware

devices [6]. These hardware devices require significant capital expenditure [14],
due to the cost of hardware [14], and operational expenditure, as hardware de-
vices consume power and physical space, while requiring manual intervention to
reconfigure networks [15]. As computer networks become increasingly complex
and the role of computer networks expands, these costs become prohibitive, and
the need for manual intervention hinders faster adaptation to changes in the
operational environment [5].

SFC addresses these issues by combining both NFV and SDN [6]. NFV virtu-
alises network functions, separating the software from hardware, allowing them
to be embedded on any server in a network’s topology programmatically [7].
These virtualised network functions, called VNFs, offer several benefits over tra-
ditional network functions, such as reduced capital expenditure, as VNFs incur
only software licensing costs [16], reduced operational expenditure, as multiple
VNFs can be embedded on a server [17], and faster adaptation to changes in user
demand, as VNFs can be moved from server to server programmatically [17].
Programmatic embedding of VNFs is complemented by programmatic routing of
traffic between VNFs using SDN. This effectively creates a virtual service over-
lay consisting of VNFs and Virtual Links (VLs) over the physical network [6],
as shown in Fig. 1.

The European Telecommunication Standards Institute (ETSI) proposed an
NFV architectural framework [7] for the management and orchestration of VNFs
in the physical network. This deals with embedding VNFs at appropriate net-
work locations, scaling hardware resources, keeping track of where VNFs are
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embedded, and fault detection and recovery. The Internet Engineering Task
Force (IETF) proposed an SFC architecture [18] to steer traffic via VNFs in a
specified order. This architecture consists of an SFC encapsulation that asso-
ciates user traffic with an SFC, the Service Classification Function that routes
user traffic through the appropriate SFC based on the encapsulation and Ser-
vice Function Forwarders that direct traffic to one of their associated VNFs
according to the encapsulation.

2.2. NFV-Resource Allocation
SFCs, which include VNFs and VLs, have to be embedded (deployed) on

the physical network such that the business goals of a service provider, such as
maximising revenue and satisfying Service Level Agreements, are met. Herrera
et al. [9] defined this as the NFV-Resource Allocation (NFV-RA) problem and
broke this down to three stages, each consisting of a sub-problem, namely the
VNF-Chain Composition (VNF-CC) sub-problem, the VNF-Forwarding Graph
Embedding (VNF-FGE) sub-problem, and the VNF-Scheduling (VNF-SCH)
sub-problem. NFV-RA problem is an NP-hard optimisation problem [9].

2.2.1. VNF-CC
VNF-CC deals with the ordering of VNFs in an SFC to optimise the NFV-

RA problem. An SFC Request (SFCR), which is a request to deploy an SFC on
the physical network, may specify the order between some VNFs but not all, in
which case the service provider has the flexibility of deciding the order of the rest
of the VNFs. Depending on the order of the VNFs, the resource requirements of
the VNFs, such as the required number of CPUs and bandwidth requirements,
could vary [9]. Accordingly, there exists an order of VNFs in an SFC that
produces an optimal solution to the NFV-RA problem when trying to optimise
an objective. The output of the VNF-CC problem is the VNF-Forwarding Graph
(VNF-FG), which specifies the order of VNFs in an SFC.

2.2.2. VNF-FGE
VNF-FGE deals with the embedding of VNF-FG on the physical network to

optimise the NFV-RA problem. This involves embedding the VNFs on servers
and embedding the VLs on physical links. The number and type of VNFs
embedded on a server and the amount of traffic flowing via the physical links can
impact the performance of the SFC [9]. So, for a given optimisation objective,
the goal of VNF-FGE is to find an embedding scheme that produces an optimal
solution to the NFV-RA problem.

2.2.3. VNF-SCH
VNF-SCH deals with scheduling VNFs on a server to optimise the NFV-RA

problem, assuming only one VNF can be executed on the server at a given time.
The execution time of a VNF is dependent on the resources available in a server,
and as a result, varies from server to server. Within a server, the VNFs can be
executed in any order. These two factors decide the total execution time of an
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SFC. VNF-SCH is concerned with finding an execution order for VNFs in each
server to optimise the NFV-RA problem.

2.2.4. Coordination of NFV-RA Sub-problems
Based on how approaches optimise the NFV-RA sub-problems, they can be

classified as coordinated or uncoordinated. An uncoordinated approach optimises
the VNF-CC problem first and uses its output as an input to the VNF-FGE
problem, and so on. In contrast to this sequential approach, a coordinated
approach solves the sub-problems simultaneously, such that the NFV-RA sub-
problems are collectively optimised. An uncoordinated approach may produce
a sub-optimal solution because the optimal solution to each sub-problem may
not necessarily produce an optimal solution to the NFV-RA problem overall [9].
Sometimes, a sub-optimal solution to one sub-problem may produce an optimal
solution overall. Consequently, an optimal approach should involve optimising
all three sub-problems simultaneously.

2.3. Related Surveys
We found 6 papers that surveyed SFC composition and embedding ap-

proaches. Herrera et al. [9] surveyed the SFC composition and embedding
approaches in 2016 and defined the optimal SFC composition and embedding
problem as the NFV-RA problem, involving three sub-problems. Kaur et al. [10]
performed a survey of SFC provisioning approaches in 2020. However, this sur-
vey did not examine the existing literature in terms of the NFV-RA definition
introduced by Herrera et al., and as a result, did not detail what sub-problems
the approaches optimised and how they did it. In contrast, Schardong et al. [11]
performed a systematic review of SFC embedding approaches based on the NFV-
RA definition in 2021, but the review included only approaches that optimised
the VNF-FGE sub-problem. Zhang et al. [12] also reviewed the literature on
VNF-FGE optimisation approaches in 2021, but the scope was restricted to 5G
and 6G networks. Santos et al. [14] reviewed SFC embedding approaches in dis-
tributed scenarios in 2022, but the review was not based on NFV-RA. Attaoui
et al. [13] surveyed VNF embedding approaches in 5G networks in 2023 without
considering NFV-RA.

In summary, surveys since Herrera et al.’s seminal survey on SFC composi-
tion and embedding approaches have not surveyed approaches to all NFV-RA
sub-problems, restricted the scope to a specific scenario, such as 6G, or did not
consider NFV-RA. Table 2 provides a summary of the surveys on SFC com-
position and embedding approaches. Thus, it can be seen that there exists a
need to survey recent literature on all three NFV-RA sub-problems across wider
application domains to get an understanding of the recent approaches, emerging
trends and research gaps.

3. Methodology

We used Google Scholar to find relevant literature from 2014 to 2025 by
running separate searches for each of these search terms: “NFV-RA”, “NFV-
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Survey Scope Considers
NFV-RA

NFV-
RA Sub-
Problems

Year

[9] All ✓ All 2016
[10] All X N/A 2020
[11] All ✓ VNF-FGE 2021
[12] B5G/6G ✓ VNF-FGE 2021
[14] Distributed

Scenarios
X N/A 2022

[13] 5G X N/A 2023

Table 2: A summary of the surveys on SFC embedding approaches

Resource Allocation”, “VNF-CC”, “VNF-Chain Composition”, “VNF-FGE”, “VNF-
Forwarding Graph Embedding”, “VNF-SCH”, and “VNF-Scheduling”. We per-
formed these searches starting from August 2023 to January 2026. We discov-
ered a total of 2,837 papers, as shown in Table 3, which provides the number
of papers returned by each query. We first removed duplicates by considering
the title and author list. We then excluded irrelevant papers using the criteria
below and examined the abstracts of the remaining papers to select the relevant
ones for a full review of the text. We then reviewed the references of the papers
selected from the full-text review by repeating the above steps, as shown in
Fig. 3. The exclusion criteria are:

• the paper was not peer reviewed

• the paper was not written in English

• the paper was not published between 2014 and 2025

• the paper does not address optimal SFC composition or embedding

• the paper focuses only on VNF embedding outwith the context of SFC
embedding

• the paper focuses only on Virtual Network Embedding outwith the context
of SFC embedding

• the paper does not propose an approach to SFC composition and embed-
ding

This produced 209 papers from 2014 to 2025.
The majority of these 209 papers were published by the Institute of Electrical

and Electronics Engineers (IEEE), as shown in Fig. 2. The rest of the papers
were published by Springer, Elsevier, the Association for Computing Machinery
(ACM), Wiley and Multidisciplinary Digital Publishing Institute (MDPI).
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ACM

2.4%Elsevier
7.7%

IEEE

76.3%

MDPI

1.9%

Springer

9.2%

Wiley

2.4%

Figure 2: The percentage of surveyed papers from each publisher

Query No. of Papers

NFV-RA 179
NFV-Resource Allocation 721
VNF-CC 30
VNF-Chain Composition 373
VNF-FGE 117
VNF-Forwarding Graph Embedding 907
VNF-SCH 34
VNF-Scheduling 476

Table 3: Number of papers returned for each search query
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Figure 3: A flow diagram demonstrating the survey methodology.

We then developed an analytical framework to extract useful data for analy-
sis from the selected papers. The analytical framework consisted of a) the year
of publication, b) the optimisation objectives, c) the application domains, d)
the network topologies used, e) the NFV-RA sub-problems optimised, f) the
scalability and dynamic nature of the approaches, and g) the evaluation mech-
anisms. We then analysed the 209 papers in detail to extract data according to
this analytical framework, and used the extracted data to analyse the research
landscape between 2014 and 2025.

4. SFC-OCE: an Update to NFV-RA

Following the analysis of the 209 papers, we found that the NFV-RA defi-
nition introduced by Herrera et al. [9] in 2016 required an update to accommo-
date recent progress in virtualisation technologies and the emerging trends in
SFC composition and embedding approaches. We propose splitting the VNF-
FGE sub-problem into two sub-problems, while disregarding the VNF-SCH sub-
problem entirely.

4.1. VNF-FGE
The VNF-FGE sub-problem focuses on embedding the VNFs and the VLs

on the physical network. Accordingly, it involves two steps: embedding the
VNFs on servers, and embedding the VLs on physical links. However, VNF-
FGE, by combining these steps, fails to provide an accurate account of the SFC
embedding approaches. The analysis of the 209 papers revealed that 26.3%
of the papers that dealt with the VNF-FGE sub-problem did not consider the
VL embedding step (Section 6.1), focusing exclusively on the VNF embedding
problem. Therefore, there exists a need to separately classify these two sub-
problems of VNF-FGE to more accurately classify the recent approaches.
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4.2. VNF-SCH
The VNF-SCH sub-problem considers scheduling VNFs in a server such that

the total execution time of an SFC is minimised [9]. This is based on the as-
sumption that only one VNF can be run on a server at a given time; however, no
justification has been provided for this assumption [9, 19–23]. This assumption
has been disputed in the literature [24] as the advancement in virtualisation tech-
nologies, such as containerisation, enables multiple VNFs to be executed con-
currently [13, 25, 26]. Furthermore, the fact that the 21 papers that optimised
the VNF-SCH sub-problem performed only numerical evaluation or simplified
simulation instead of using an emulator or a physical testbed, which requires
implementation of their solution, to evaluate their approaches (Section 8) ampli-
fies the scepticism on the practical relevance of this sub-problem. Consequently,
we decided to omit this sub-problem from the updated definition. However, it
is worth mentioning that, given the possibility of implementing VNFs on Field-
Programmable Gate Arrays (FPGAs) [27, 28], and the difficulty of executing
VNFs concurrently on some resource-constrained edge servers, VNF-SCH may
potentially become relevant in the future.

4.3. SFC-OCE
Thus, we now present an updated definition of the SFC embedding problem

called the SFC-Optimal Composition and Embedding (SFC-OCE) prob-
lem. We provide a new name for this definition for two reasons: first, the name
NFV-RA refers only to VNF embedding, ignoring VL embedding, and second,
to distinguish the updated definition from the established definition to avoid
confusion. The SFC-OCE problem consists of three stages, each a sub-problem,
namely VNF-CC, VNF-Embedding (VNF-EM), and VL-Embedding (VL-EM).
The VNF-CC sub-problem is the same as its namesake in the NFV-RA defi-
nition. The VNF-FGE sub-problem in NFV-RA is split into VNF-EM, which
deals with embedding VNFs on servers, and VL-EM, which deals with embed-
ding VLs on physical links. VNF-SCH has been dropped due to its practical
irrelevance.

4.4. Simultaneous vs. Sequential Approach
Herrera et al. [9] classified NFV-RA approaches into coordinated and unco-

ordinated (see Section 2.2.4) based on how they optimised multiple NFV-RA
sub-problems. In the SFC-OCE definition, we refer to coordinated strategies
as simultaneous and uncoordinated strategies as sequential, as we believe these
terms are more self-explanatory. In a sequential strategy, VNF-CC, VNF-EM
and VL-EM are optimised sequentially, i.e., the output of VNF-CC becomes the
input to VNF-EM, and the output of VNF-EM becomes the input to VL-EM.
In contrast, in a simultaneous strategy, all three sub-problems are optimised
simultaneously. Similar to the NFV-RA problem, a simultaneous strategy is
more likely to produce an optimal solution than a sequential strategy [9].
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Optimisation
Objective

Studies

Cost [20, 24, 29–95]
Latency [19–24, 29–31, 49, 61, 62, 67–74, 82, 86, 88, 96–141]
Resource Usage [24, 65, 66, 73, 84, 86–88, 100–102, 106, 108, 111–113, 121,

125, 127, 128, 133, 136, 139, 141–169, 169–185]
Acceptance Ra-
tio

[20, 57, 70, 85, 116, 137, 140, 142, 143, 168, 169, 175, 177,
179, 180, 182, 183, 186–203]

Power Con-
sumption

[61, 64, 65, 75, 87, 89, 94, 120, 144, 196, 202, 204–209]

Throughput [67, 100, 108, 125, 210]
Revenue [76–78, 81, 198, 199, 211, 212]
Reconfiguration [29, 46, 63, 85, 137, 147, 209, 211, 213]
Number of
VNF Instances

[15, 214, 215]

Number of
Hosts

[127, 147, 173, 197, 216–218]

Load Balancing [143, 177, 214]
Traffic Conges-
tion

[59, 60, 116, 139, 218, 219]

Availability [58, 68, 144, 195, 204, 213, 220]

Table 4: Classification of studies based on their optimisation objectives.

5. SFC-OCE Use Cases

Given the SFC-OCE problem space, we now analyse the use cases of the
SFC-OCE approaches in the literature. The use cases include the optimisation
objectives, the application domains, and the network topologies. An analysis of
the use cases in the literature is important to identify how and where SFCs are
being used.

5.1. Categorisation of Optimisation Objectives
The SFC-OCE problem is an optimisation problem in which the SFCs have

to be composed and embedded on the physical network, such that certain ob-
jectives are optimised. The optimisation objectives are dependent on the busi-
ness requirements of a network service provider, and hence, can vary from one
provider to another. During the analysis of the optimisation objectives in the
literature, we found similar objectives being referred to by different terms. For
instance, delay [73, 105, 116, 117, 120], and latency [61, 97, 98, 100, 102, 104,
109] were used to refer to the amount of time taken by traffic to traverse an
SFC. We also found that some objectives were special cases of generalizable
cases. For instance, CPU usage [142, 148, 163, 165, 168, 178, 180] and link
usage [144, 145, 151, 159, 162, 165] can be generalised to resource usage. On
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Figure 4: Optimisation objectives used by SFC-OCE approaches.

that account, we introduce a categorisation that generalises and categorises the
optimisation objectives into 13 objectives. Fig. 4 shows the number of studies
optimising each objective, while Table 4 shows the studies optimising each ob-
jective. Some studies considered multiple optimisation objectives. We classified
such studies under each of their optimisation objectives. For instance, Araujo
et al. [199] optimised both revenue and acceptance ratio, so we classified this
study under both revenue and acceptance ratio.

5.1.1. Cost
Cost was the joint most popular optimisation objective in the literature,

minimised by 69 studies. This objective considered the monetary cost associated
with the utilisation of different resources, such as CPU [20, 38], and link [24, 50],
VNF licenses [33, 84], operation [54, 59, 60], and capital [24, 35, 84].

5.1.2. Latency
Latency is the time taken by traffic to traverse an SFC and was referred to by

other different terms in the literature, such as delay [73, 105, 116, 117, 120], and
execution time [19, 22, 23, 116, 121–124], a term used by studies that optimised
the VNF-SCH sub-problem of NFV-RA. 69 studies optimised latency, making
it the joint most popular optimisation objective.
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5.1.3. Resource Usage
Resource usage was the joint most popular optimisation objective, with 69

studies considering it in the literature. This objective is a generalisation of
various types of resource usage found in the literature, such as CPU and link
usage. Even though most studies aimed to minimise the resource usage, some
studies aimed to maximise it [111, 141, 149, 172], with the rationale being that
available network and computing resources should be maximised.

5.1.4. Acceptance Ratio
Acceptance ratio is the number of SFCs that can be accepted to be embed-

ded divided by the total number of SFCRs a network service provider receives,
which was maximised by 35 studies in the literature. Maximising the accep-
tance ratio is predicated upon the efficient use of the resources available in the
network, and a higher acceptance ratio often comes at the cost of performance
degradation [140].

5.1.5. Power Consumption
Power consumption is the amount of power consumed by the physical net-

work hosting the SFCs. 17 studies used this objective with the goal of min-
imising it. Power consumption was commonly defined in terms of resources
utilised [206, 207], and thus can be considered very similar to the resource us-
age and cost objectives.

5.1.6. Throughput
Throughput is the rate at which an SFC processes data flowing through it.

Maximising throughput was used as an objective in 5 studies.

5.1.7. Revenue
Revenue is the monetary benefit a service provider earns from clients by

embedding their SFCRs. It is another objective that was defined in terms of
resource utilisation and was maximised by 8 studies.

5.1.8. Reconfiguration
Reconfiguration was used as an optimisation objective in SFC-OCE ap-

proaches that considered dynamic network environments (Section 7.3). The
dynamic environments considered included environments where SFCRs contin-
ued to arrive, and the traffic to SFCs varied dynamically. Often, embedding
SFCs when SFCRs continue to arrive, or the traffic continues to vary, involves
reconfiguring the existing SFC embedding, which includes migrating VNFs and
VLs. Accordingly, the reconfiguration objective involved minimising these mi-
grations, which could lead to service disruptions. 9 studies in the literature
minimised reconfiguration.
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5.1.9. Number of VNF Instances
3 studies aimed to minimise the number of VNF instances to reduce operator

costs. Luizelli et al. [15] considered the licensing costs of VNF instances, whereas
Bagaa et al. [214] aimed to minimise the number of virtual instances of the
packet data network gateway in mobile networks.

5.1.10. Number of Hosts
7 studies in the literature aimed to minimise the number of hosts used to

embed VNFs. Reducing the number of hosts used to embed VNFs minimises
the number of switched-on servers, which in turn minimises the operational
expenditure of the operator [147, 216].

5.1.11. Load Balancing
Load balancing evenly distributes traffic across network resources to improve

SFC performance. 3 studies in the literature aimed to maximise the load balance
across network resources.

5.1.12. Traffic Congestion
Minimising traffic congestion on network links was used as an optimisation

objective in 6 studies. Traffic congestion creates bottlenecks, negatively impact-
ing the performance of SFCs.

5.1.13. Availability
Availability is the satisfactory operation of an SFC at a given point in time. 7

studies aimed to maximise availability in dynamic network environments (Sec-
tion 7.3). The dynamic environments considered included dynamic network
topologies [58, 144, 195, 204, 220], where nodes and links could fail, and dy-
namic SFCRs [68, 213], where SFCRs continued to arrive.

5.1.14. Other Objectives
We also found 11 objectives that were used only by 1 study each. Bellav-

ista et al. [221] minimised the worst-case Cut Load Ratio, which partitioned
network hosts into subsets and considered the load of the subsets to mitigate
poor performance. Ren et al. [222] focused on minimising the virtual topol-
ogy size by optimising the VNF-CC sub-problem. The authors argued that a
smaller virtual topology can be more efficiently embedded on the physical net-
work. Li et al. [100] minimised Service Level Agreement violations, considering
performance degradation. Erbati et al. [114] maximised the reliability of SFCs
in mobile networks. Zheng et al. [223] maximised the aggregate performance
across SFCs. The authors defined an ideal performance as a VNF’s performance
on a host with no other VNF and an interfered performance as a VNF’s per-
formance when it is co-located with other VNFs. A performance drop index
was defined to relate the two variables. Xia et al. [224] minimised the number
of placement groups of SFCs. A placement group is a modular, self-contained
shipping container with servers, networking and storage resources. There can
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Figure 5: Application domains of the SFC-OCE approaches with more than one study.

be many such placement groups forming the physical network, and the goal here
was to minimise the number of placement groups in which the VNFs of an SFC
were embedded. Fulber-Garcia et al. [184] aimed to map cache functions to
data centres that were geographically distant. Addad et al. [225] minimised the
number of VNFs hosting network functions belonging to different network slices
in a 5G network. Kuai et al. [19] maximised fairness to prevent one SFC from
having significant priority over others. Tang et al. [137] minimised the delay
incurred in constructing digital twins of VNFs. Toumi et al. [69] maximised the
bandwidth allocated per user in 5G networks.

5.2. Application Domains
SFC is applicable across many application domains such as data centres, 5G,

B5G, 6G, edge computing, fog computing, Internet Service Providers (ISPs),
the Internet of Things (IoT) and optical networks. SFC-OCE approaches in the
literature chose different application domains for implementation and evalua-
tion. We introduce a categorisation that classifies the application domains in
the literature into 8 domains, namely, optical networks, IoT, ISP, generic, fog
computing, edge computing, data centre, and mobile network. Table 5 classifies
the studies according to their application domain.

5.2.1. Optical Network
An optical network uses optical fibre communication for efficient data trans-

fer. 4 studies in the literature used optical networks as their application domain.

15



Application
Domain

Studies

Optical Net-
works

[23, 66, 168, 224]

Internet of
Things

[78, 135, 137, 222]

Internet Service
Provider

[15, 24, 33, 54, 80, 141, 163, 173, 180, 219]

Generic [19–22, 34, 39, 40, 44, 45, 55, 57–60, 64, 69, 70, 72, 76, 77,
83, 84, 86–88, 90, 91, 93, 95, 101, 110–123, 126, 129, 130,
132, 136, 138, 139, 146, 150, 152, 153, 156–159, 161, 162,
164, 165, 167, 169, 171, 174–177, 179, 182, 183, 186, 188,
189, 194, 198–202, 205, 206, 208–212, 215, 223, 226]

Fog Computing [38, 67, 68, 108, 109]
Edge Comput-
ing

[31, 36, 37, 56, 61–63, 75, 82, 98–100, 102–106, 124, 142,
148, 149, 168, 187, 197, 213]

Data Centre [24, 43, 46–54, 65, 73, 74, 82, 85, 124, 125, 127, 128, 131,
140, 143–145, 147, 151, 155, 160, 166, 172, 178, 184, 190–
193, 195, 196, 204, 207, 217, 218, 220, 221, 224, 227–229]

Mobile Network [29–32, 35, 36, 38, 41, 42, 71, 79, 81, 89, 94, 96–98, 133,
134, 154, 168, 170, 181, 185, 203, 213, 214, 216, 225, 230]

Table 5: Classification of studies based on their application domains.
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Xia et al. [224] considered SFC embedding on a data-centre network with an op-
tical steering domain serving as the backbone. Riera et al. [23] considered SFC
embedding over an optical substrate network. Ruiz et al. [168] performed SFC
embedding on a metro optical network that uses Wavelength Division Multi-
plexing (WDM), equipped with Multi-access Edge Computing (MEC) resources.
Khatiri et al. [66] developed an SFC embedding approach on an Elastic Optical
Network (EON), which provides better spectrum utilisation than WDM.

5.2.2. Internet of Things
IoT devices are low-cost devices that form a wireless sensor network [78] to

capture data about their environment. SFC embedding was applied to IoT in
the literature to facilitate communication between devices in IoT networks [135].
4 studies used IoT as the application domain for their SFC-OCE approach.

5.2.3. Internet Service Provider
10 studies used an ISP as the application domain for their SFC-OCE ap-

proach. While Addis et al. [163] considered deploying VNFs in the carrier net-
works of ISPs, most studies [15, 24, 54, 80, 141, 180, 219] used an ISP topology,
such as those generated by RocketFuel (Section 5.3), for evaluating their ap-
proaches.

5.2.4. Generic
The majority of the studies, 92 of them, did not consider a specific applica-

tion domain. Instead, they developed and evaluated their approach for a generic
scenario. However, some generic studies evaluated their approach on ISP topolo-
gies [76, 77, 165], but since they did not explicitly intend to develop or evaluate
their approach on an ISP network, we consider the application domain of such
studies as generic.

5.2.5. Fog Computing
Fog computing extends cloud computing from the core to the edge of the

network, enabling heavy processing to be offloaded to fog nodes, reducing en-
ergy consumption in mobile devices and improving the Quality of Experience
of users [38]. 5 studies in the literature used fog computing as the application
domain of their approach.

5.2.6. Edge Computing
Edge computing deploys computing capabilities at the edge of the net-

work [148], enabling service providers to satisfy ultra-low latency requirements [142].
This differs from fog computing by placing computation capability only at the
edge, in contrast to fog computing, which deploys from the core cloud to the
edge. 25 studies used edge computing as the application domain for their ap-
proach.

17



5.2.7. Data Centre
Data Centre is the most popular application domain in the literature for

SFC-OCE approaches. A data centre consists of computing and networking
infrastructure, on top of which SFCs can be embedded. 49 studies used data
centres as their application domain for designing or evaluating their approaches.

5.2.8. Mobile Network
Mobile network was the second most popular application domain for the

SFC-OCE approaches in the literature, with 30 studies using it as their appli-
cation domain. Within this domain, 5G, B5G, and 6G are the most popular
use cases [29–31, 35, 36, 79, 81, 89, 89, 94, 96–98, 133, 134, 168, 170, 185,
203, 213, 216, 225], an expected observation given SFC’s use case in network
slicing. 4 studies [38, 107, 230] considered a Radio Access Network (RAN)
as their application domain for their approach. RAN is a communication sys-
tem that connects user equipment to the mobile core via radio links. 4 stud-
ies [41, 42, 154, 181] used the mobile core network as the application domain
for their approach. Apart from these, Bagaa et al. [214] used a carrier cloud
as their application domain. A carrier cloud virtualises network functions and
networks over a federated cloud [214].

5.2.9. Other Domains
Hentati et al. [92] used remote robotic surgery as the application domain for

their SFC-OCE approach. The authors developed an SFC-OCE approach for a
5G-enabled tactile remote robotic system that catered to the different Quality of
Service requirements of different traffic data [92]. Riggio et al. [107] developed
their approach for enterprise WLANs.

5.3. Network Topologies
The physical networks on which SFCs were embedded used multiple different

topologies in the literature, as shown in Fig. 6. Fat tree topology was the most
popular topology in the literature, with 20 studies [24, 46, 49, 65, 69, 70, 73,
85, 89, 113, 140, 144, 147, 150, 152, 186, 190, 191, 196, 230] using it for the
substrate network. Fat tree topologies are hierarchical topologies with three
layers and are commonly used in data centre networks [231]. NSFNET was the
second most popular topology, which was used by 11 studies [37, 47, 51, 53, 63,
66, 77, 79, 142, 170, 174]. NSFNET is a high-speed backbone network created in
the United States to connect university research networks [232]. 10 studies [37,
82, 84, 88, 135, 149, 155, 156, 175, 186] used random network topologies, where
the connections between nodes were determined by a probability. 9 studies [33,
45, 74, 94, 108, 139, 196, 206, 219] used GEANT, which is a pan-European
network, interconnecting research and educational networks across Europe [233].
BTEurope, British Telecom’s European network, was used by 8 studies [44, 55,
76, 80, 94, 193, 194, 203]. 8 studies [125, 127, 139, 164, 192, 195, 209, 219] used
the Abilene network, which was a high-speed backbone network in the United
States until it was retired in 2007. BCube [234], a network topology for modular
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Figure 6: Network topologies that have been used by at least one study in the literature.
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Figure 7: The topology libraries used in the literature.

data centres, was used by 5 studies [85, 144, 147, 190, 191]. Internet2, which is
an upgraded version of Abilene [235], was also used by 5 studies [54, 149, 164,
206, 207].

The other network topologies used include Nobel Germany [90, 95, 137, 138],
CORONET [43, 153, 227], VL2 [147, 190, 191], Small World Network [84, 88,
135], Scale Free Network [84, 88, 135], RNP [100, 125, 204], Netrail [193, 194,
203], Interoute [44, 55, 80], DFN [72, 82, 101], and BICS [100, 192, 195]. Ad-
ditionally, USNET [79, 79, 153, 207], TINET [89, 101], TA2 [50, 101], Inte-
gra [192, 195], Germany50 [41, 125, 126], Cogent [52, 191], Abovenet [192, 195],
ANS [192, 195], NobelEU [42, 206], and AS 1221 [141, 180] , ARNES [82, 101],
ITC Deltacom [82, 95] were also used.

5.3.1. Topology Libraries
Finding network topologies for networking experiments is often challenging.

Therefore, we now present the network topology libraries that we discovered
during our literature analysis. Fig. 7 shows the topology libraries used in the
literature. Internet Topology Zoo was used by 12 studies [24, 44, 55, 72, 80, 82,
94, 100, 101, 104, 138, 219]. Topologies like BTEurope, ARNES, and Deltacom
were obtained from this library. SNDlib was also used by 12 studies [41, 42, 45,
74, 101, 108, 125, 127, 138, 160, 178, 209]. Topologies like GEANT and Abilene
were obtained from SNDlib. Additionally, topologies were also taken from the
TOTEM project by 2 studies [20, 57].

5.3.2. Topology Models
Three topology models were used in the literature to generate network

topologies, as shown in Fig. 8. The Barabasi-Albert model, which is used for
generating scale-free topologies, was used by 8 studies [15, 33, 56, 156, 157, 175,
179, 186]. The Waxman model, which is used for generating random graphs, was
also used by 8 studies [34, 158–160, 169, 177, 202, 212]. The Erdos-Renyi model,
which is also used for generating random graphs, was used by 2 studies [56, 126].
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Figure 9: The topology generators used in the literature.
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5.3.3. Topology Generators
Four topology generators were used in the literature to generate network

topologies, as shown in Fig. 9. NetworkX, which is a Python-based graph gen-
erator, was used by 8 studies [43, 56, 58, 64, 70, 80, 113, 135]. GT-ITM, which
contains routines to generate graphs, was also used by 8 studies [39, 55, 81,
89, 106, 110, 182, 211]. BRITE, a Java and C++-based generator, was used
by 4 studies [15, 71, 158, 160]. Rocketfuel [236], which generates ISP network
topologies, was used by 4 studies [54, 141, 165, 180].

6. Classification of Approaches by SFC-OCE Sub-problems

The SFC-OCE problem consists of three sub-problems, viz. VNF-CC, VNF-
EM, and VL-EM (Section 4). In this section, we classify the SFC-OCE ap-
proaches by the sub-problem, or the set of sub-problems they optimised. A
summary of this classification is given in Table 6. Most approaches considered
only one or two of the sub-problems, while only a few optimised all three sub-
problems. To produce an optimal solution, an approach has to optimise all three
sub-problems simultaneously. This is an NP-hard optimisation problem.

7 studies optimised only the VNF-CC sub-problem. 52 studies optimised
only the VNF-EM sub-problem. 124 studies optimised both the VNF-EM and
VL-EM sub-problems, out of which 35 studies proposed a sequential approach,
while 89 studies proposed a simultaneous approach. Among all SFC-OCE ap-
proaches, optimising VNF-EM and VL-EM simultaneously was the most popu-
lar. Approaches that optimised both VNF-EM and VL-EM sequentially either
solved VL-EM first, followed by VNF-EM, or vice versa. Approaches that op-
timised VL-EM first generally found the shortest path between the source and
destination nodes in the network and then embedded VNFs on the servers along
the shortest path [35, 53, 79, 97, 160, 183, 208]. Approaches that optimised
VNF-EM first, embedded VNFs on the optimal servers and then used a shortest-
path algorithm, such as Dijkstra, to optimise VL-EM [38, 64, 71, 74, 101, 110].

Only 18 out of the 209 studies optimised VNF-CC, VNF-EM, and VL-EM,
out of which 8 studies [79–81, 127, 170, 172, 182, 215] optimised sequentially,
while 10 studies [20, 84, 91, 94, 169, 171, 174, 175, 179, 199] optimised simul-
taneously. Fig. 10 shows a Venn diagram with the number of studies by the
sub-problems they optimised.

When considering the NFV-RA problem along with the SFC-OCE prob-
lem, we found 8 studies [19, 21–23, 122, 124, 128, 131] that optimised only the
VNF-SCH sub-problem of NFV-RA. 2 studies [119, 132] optimised VNF-EM
and VNF-SCH sequentially, while 5 studies [111, 116, 118, 121, 129] optimised
them simultaneously. Only 1 study [137] optimised VNF-SCH, VNF-EM and
VL-EM sequentially, while 2 studies [92, 201] optimised them simultaneously.
2 studies [20, 84] optimised VNF-CC, VNF-EM, VL-EM and VNF-SCH simul-
taneously. 1 study [123] optimised VNF-CC and VNF-SCH simultaneously. In
total, we found 21 studies that optimised VNF-SCH.
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VNF-
CC

VNF-
EM

VL-
EM

Simultaneous Studies No.
of
Stud-
ies

✓ X X N/A [83, 93, 123, 167, 176, 222,
226]

7

X ✓ X N/A [37, 45, 46, 49, 52, 58, 61,
63, 67, 68, 70, 75, 82, 86–88,
96, 99, 102, 105, 108, 109,
111, 113–121, 129, 130, 132,
142, 146, 148, 173, 181, 184,
197, 203–205, 210, 214, 216,
221, 223, 224, 228]

52

X ✓ ✓ ✓ [15, 24, 29–31, 33, 34, 41–
44, 47, 48, 50, 51, 54–57,
62, 65, 66, 69, 72, 73, 76–
78, 89, 90, 92, 95, 100, 103,
104, 106, 107, 125, 126, 133–
136, 138, 139, 143–145, 150–
157, 159, 161–164, 166, 168,
178, 185–195, 198, 200–202,
212, 213, 217–220, 225, 227,
229, 230]

89

X ✓ ✓ X [32, 35, 36, 38–40, 53, 59,
60, 64, 71, 74, 85, 97, 98,
101, 110, 112, 137, 140, 141,
147, 149, 158, 160, 165, 177,
180, 183, 196, 206–209, 211]

35

✓ ✓ ✓ ✓ [20, 84, 91, 94, 169, 171,
174, 175, 179, 199]

10

✓ ✓ ✓ X [79–81, 127, 170, 172, 182,
215]

8

Table 6: A summary of the SFC-OCE approaches classified by the SFC-OCE sub-problems.
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Figure 10: A Venn diagram showing the number of studies by the sub-problems they optimised.
Most of the approaches (89) optimised VNF-EM and VL-EM simultaneously. Only 10 studies
optimised all three sub-problems simultaneously, shown by the 10 in the centre of all ovals.

Figure 11: The network on the left is an abstract topology, where direct physical links are
assumed between servers, and the one on the right is a full topology, where servers are con-
nected via switches. Implicit VL-EM approaches considered an abstract topology, whereas
explicit approaches considered a full topology.
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Figure 12: A pie chart showing how approaches that optimised the VNF-EM problem tackled
the VL-EM problem. 40.2% of the studies (78) optimised VL-EM implicitly. 33% (65) opti-
mised VL-EM explicitly. 26.8% (52) did not optimise VL-EM.

6.1. Explicit vs. Implicit VL-EM
We observed that the majority of the approaches that optimised VL-EM

considered an abstract network topology. An abstract topology assumes that
there exist direct physical links between the servers in the topology, as shown
in Fig. 11. This greatly reduces the complexity of the VL-EM sub-problem, as
the approach does not need to find the optimal path between servers hosting
two successive VNFs in an SFC via network switches. While this approach can
be useful for initial exploration of the problem, it produces an incomplete VL
embedding, as it does not specify where the VLs should be embedded on the
physical links between switches. Besides, these approaches are not guaranteed
to produce an optimal solution, as the performance of the network switches and
the links between them are not considered. Consequently, we consider VL-EM
approaches based on abstract networks to be implicit.

An explicit VL-EM approach considers a complete topology where the servers
are connected via network switches. Explicit approaches produce complete and
optimal solutions to the VL-EM sub-problem. We also consider approaches that
use a shortest-path algorithm, such as Dijkstra, to find the shortest path between
two servers on an abstract topology, to be explicit as well, as the shortest-path
algorithm can find a path between servers via switches when applied to a full
topology.

Some approaches that considered a full topology failed to detail their VL-EM
approach [127, 220]. We consider such approaches to be implicit. Fig. 12 shows a
pie chart showing how the approaches that optimised VNF-EM approached the
VL-EM sub-problem. 78 studies optimised the VL-EM sub-problem implicitly.
Explicit optimisation was carried out by 65 studies. However, 51 of the 65
explicit approaches used a shortest-path algorithm to find a path between servers
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VL-EM Ap-
proach

Studies

Implicit [15, 20, 24, 29–33, 35, 36, 39–42, 44, 50, 51, 53, 59,
60, 69, 76, 78, 79, 90, 92, 94, 95, 97, 100, 104, 106, 126,
127, 136, 138, 139, 145, 149–157, 160, 162, 164, 166, 169–
171, 177, 178, 182, 183, 185–188, 192–196, 199, 202, 207,
208, 213, 215, 218–220, 225, 227]

Explicit [34, 38, 43, 47, 48, 54–57, 62, 64–66, 71–74, 77, 80–
82, 84, 85, 89, 91, 98, 101, 103, 107, 110, 112, 125, 133–
135, 137, 140, 141, 143, 144, 147, 158, 159, 161, 163, 165,
168, 172, 174, 175, 179, 180, 189–191, 198, 200, 201, 206,
209, 211, 212, 217, 229, 230]

Explicit using
a shortest-path
algorithm

[34, 38, 48, 54–56, 64, 65, 71, 72, 74, 77, 80–82, 84, 85,
89, 91, 98, 101, 103, 107, 110, 125, 133–135, 137, 140,
141, 147, 158, 165, 168, 172, 174, 175, 179, 180, 189–
191, 200, 201, 206, 209, 211, 212, 229, 230]

Table 7: Classification of studies that optimised VL-EM according to the type of their ap-
proach.

hosting two successive VNFs. Using only the shortest path to link servers creates
asymmetric traffic, leading to congestion on links on the shortest path, while
other links remain underutilised [194]. Among the 10 approaches that optimised
all three sub-problems simultaneously, only 5 approaches [84, 91, 174, 175, 179]
optimised VL-EM explicitly. However, all 5 approaches used a shortest-path
algorithm for VL-EM. Table 7 shows studies that optimised VL-EM classified
according to their approach type.

7. Algorithms Used

In this section, we analyse the SFC-OCE approaches in terms of the algo-
rithms they used. We initially give an overview, and then provide a discussion
in the subsections.

We found 15 different types of algorithms in the literature which were used
by more than one study. To simplify our analysis, we grouped all heuristic
algorithms and custom exact algorithms into two respective groups. Fig. 13
shows a summary of the algorithms found in the literature and the number
of studies that used them. Table 8 classifies the approaches according to the
algorithms used. Some approaches used a hybrid of two algorithms (Section
7.1). We classified such approaches under both algorithms.

23 studies used a custom exact algorithm to optimise the SFC-OCE prob-
lem. Linear Programming, which is an exact algorithm, was used by 19 studies.
Dynamic programming, which breaks a complex problem down to sub-problems
and produces an optimal solution, was used by 4 studies, out of which 2 used
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Algorithm Studies

Custom Exact [52, 72, 82, 84, 94, 109, 129, 132, 142, 145, 151, 152, 154,
171, 174, 181, 187, 189, 191, 207, 222, 227, 228]

Linear Pro-
gramming

[37, 41, 42, 50, 51, 74, 90, 97, 134, 159, 161, 164, 166, 167,
178, 182, 185, 199, 217]

Custom Dy-
namic Pro-
gramming

[130, 148]

Viterbi [54, 88]
Hungarian [106, 149]
Heuristic [15, 29–32, 35, 36, 38–40, 43, 44, 46–49, 55, 59–61, 65, 66,

68, 79–81, 83, 85, 92, 93, 95, 98, 99, 107, 114, 126, 127,
134, 141, 144, 150, 153, 156, 160, 162, 163, 165, 169, 172,
175, 177, 179, 180, 182, 183, 186, 190, 196–198, 206, 209–
211, 213–215, 218, 220, 221, 223–225, 229, 230]

Greedy Algo-
rithm

[24, 33, 71, 75, 121, 130, 137, 140, 188, 214]

Column Gener-
ation

[77, 123]

Reinforcement
Learning

[19, 20, 34, 57, 58, 62, 64, 67, 70, 73, 76, 78, 91, 100, 102, 103,
105, 108, 113, 115, 125, 135, 136, 139, 143, 157, 182, 192–
195, 200–205, 212]

Machine Learn-
ing

[20, 89, 96, 98, 102, 103, 110, 115, 117]

Game Theory [53, 104, 120, 122, 131, 133, 219]
Genetic Algo-
rithm

[21, 45, 50, 69, 74, 86, 111, 116, 118, 119, 128, 131, 140,
147, 168, 170, 173, 184, 208]

Grey Wolf Op-
timisation

[101, 112]

Tabu Search [56, 121, 137, 158, 176]

Table 8: Classification of approaches based on the algorithms used.
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Figure 13: The algorithms used in SFC-OCE approaches and the number of studies that used
them. Only algorithms that were used by more than one study were considered.

custom dynamic programming-based algorithms, while the other 2 used Viterbi.
2 studies used the Hungarian algorithm, which is another exact algorithm. Ex-
act algorithms are guaranteed to produce an optimal solution. However, when
it comes to NP-hard optimisation problems, they take prohibitively longer time
to produce an optimal solution when the complexity of the problem increases.
As a result, exact algorithms do not scale well to complex SFC-OCE problems,
requiring heuristic or meta-heuristic algorithms. Some studies proposed an ex-
act algorithm to establish its limited scalability and then proposed a heuristic
algorithm to overcome it [29, 80, 114, 144, 156, 160, 162, 165, 180, 218].

Heuristic algorithms were used by 75 studies, making them the most popular
algorithm in the literature. Heuristic algorithms are used for complex NP-hard
optimisation problems to produce a near-optimal solution within an acceptable
amount of time. Greedy algorithms, a type of heuristic algorithm which makes
the locally optimal decision at every step, were used by 10 studies. Column
Generation algorithms that use heuristics were used by 2 studies.

Reinforcement Learning (RL) was the second most popular algorithm, with
38 studies using it. RL is a machine learning algorithm where an agent learns
to interact with its environment via rewards and penalties accumulated through
an iterative trial-and-error process. We observed multiple variations of RL al-
gorithms used in the literature. 4 studies [73, 103, 115, 193] used Q-Learning
based RLs. The Advantage Actor-Critic-based RLs were used by 1 study [204],
while the Asynchronous Advantage Actor-Critic-based (A3C) RLs were used by
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8 studies [34, 62, 67, 100, 108, 125, 143, 212]. 4 studies [19, 64, 200, 204] used
the Proximal Policy Optimisation-based RLs. The Deep Q-Network (DQN)
was used by 6 studies [70, 76, 78, 105, 135, 157]. Double DQN was used by
6 studies [57, 136, 192, 194, 195, 203]. Duelling DQN [139], Duelling Double
DQN [201], and Branching Duelling Q-Network [91] were used by 1 study each.
Additionally, Machine Learning (ML) algorithms were used by 9 studies, driven
by the rapid advancement in deep learning. Pandey et al. [103, 115] used Recur-
rent Neural Networks (RNNs) along with RL, while Zou et al. [102] used Long
Short-Term Memory (LSTM) networks with DQN. Neural Networks were used
by Subramanya et al. [98], Li et al. [20] and Xu et al. [237].

Game theory, which uses mathematical models of strategic interaction be-
tween multiple players, was used by 7 studies. Meta-heuristic algorithms like
Genetic Algorithms (GAs), Grey Wolf Optimisation (GWO) and Tabu Search
algorithms were also used in the literature. GAs that imitate evolution in na-
ture by performing crossovers and mutations were used by 19 studies. 2 studies
used GWO, which is based on the hierarchy and hunting behaviour among grey
wolves. Tabu Search was used by 5 studies.

Other algorithms used include Swarm Intelligence [155], Successive Con-
vex Approximation [198], Stable Matching [216], Non-Linear Programming [49],
Monte Carlo Tree Search [182], Mixed-Integer Quadratic Constrained Program-
ming [127], Meteor Shower Optimisation [146], Markov Decision Process (MDP) [89],
Finite Automaton [226], Discrete Spider Monkey Optimisation [138], blockchain [62],
Bee Colony Optimisation [74], and Simulated Annealing [87].

7.1. Hybrid Algorithms
8 approaches used a hybrid of two algorithms to optimise SFC-OCE. Pandey

et al. used an RNN to predict the resource demands in advance and then used
Q-learning-based RL to optimise SFC-OCE [103, 115]. Subramanya et al. used
a Neural Network (NN) to predict the required number of VNF instances based
on traffic demand and used ILP and a heuristic algorithm to optimise SFC-
OCE [98]. Xu et al. used NN and MDP to optimise SFC-OCE [237]. Li et al.
used NN and Deep RL to optimise SFC-OCE [20]. Zou et al. used LSTM to
predict network nodes that may be attacked and DQN to optimise SFC-OCE in
a risk-aware manner [102]. Guo et al. used blockchain to establish trust between
smart devices and service providers in distributed networks, and A3C-based RL
to optimise SFC-OCE [62]. Yuan et al. used GA to optimise VNF-SCH, while
using game theory for bandwidth allocation [131].

7.2. Scalability of Algorithms
The SFC-OCE problem is an NP-hard optimisation problem that becomes

extremely complex in real networking environments. In a real networking en-
vironment, the network topology can have a very high number of servers and
switches, and the number of SFCRs a service provider receives can be very high.
Exact algorithms will not scale well to such scenarios, requiring more scalable
algorithms. On that account, in this section, we analyse the approaches in the
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Non-scalable 23.0% Scalable77.0%

Figure 14: Percentage of scalable vs. non-scalable approaches in the literature. 161 (77%)
approaches are scalable, while 48 (23%) are not scalable.

Scalability Studies

Scalable [15, 19–21, 24, 29–36, 38–40, 43–50, 53, 55–62, 64–71, 73–
81, 83, 85–87, 89, 91–93, 95, 96, 98–105, 107, 108, 110–123,
125, 126, 128, 130, 131, 133–141, 143, 144, 146, 147, 150,
153, 155–158, 160, 162, 163, 165, 168–170, 172, 173, 175–
177, 179, 180, 182–184, 186, 188, 190, 192–198, 200–206,
208–216, 218–221, 223–225, 228–230]

Non-
scalable

[22, 23, 37, 41, 42, 51, 52, 54, 63, 72, 82, 84, 88, 90, 94, 97,
106, 109, 124, 127, 129, 132, 142, 145, 148, 149, 151, 152,
154, 159, 161, 164, 166, 167, 171, 174, 178, 181, 185, 187,
189, 191, 199, 207, 217, 222, 226, 227]

Table 9: Studies by their scalability.

literature in terms of their scalability. We consider all approaches that used
exact algorithms, which include the Hungarian algorithm, custom exact algo-
rithms, linear programming, custom dynamic programming, and Viterbi, to be
lacking in scalability. We consider all approaches that used meta-heuristic algo-
rithms, such as GAs, GWO, and Tabu Search, heuristic algorithms, including
Column Generation and greedy algorithms, game theory-based algorithms, ma-
chine learning and RLs to be scalable algorithms. Consequently, as shown in
Fig. 14 and Table 9, 161 studies proposed a scalable approach, whereas the
approaches of 48 studies were not scalable.

7.3. Static vs. Dynamic Algorithms
Algorithms used in SFC-OCE approaches can be classified into static and

dynamic based on the nature of the network environment they considered. Dy-
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Figure 15: 50.7% (106) approaches used a dynamic algorithm, whereas 49.3% (103) approaches
used a static approach.

namic algorithms consider a dynamic network environment, where the network
topology, the amount of traffic received, or the number of SFCRs received could
vary with time. Static algorithms consider a snapshot of a network where the
topology and the traffic remain constant, while only a static set of SFCRs has
to be embedded. Since real network environments are invariably dynamic, dy-
namic algorithms are more likely to be useful in real networks. We observed that
106 studies were static, while 103 were dynamic, as shown in Fig. 15. We clas-
sify dynamic approaches into dynamic topology, dynamic SFCRs, and dynamic
traffic based on the dynamic factors in the network environment.

7.3.1. Dynamic SFCRs
Most SFC-OCE approaches considered only a static set of SFCRs. However,

in a real network, SFCRs can continue to arrive, and the approach should be able
to optimally embed the arriving SFCRs. In the literature, the arrival of SFCRs
generally followed a Poisson distribution [89, 94, 133, 137, 141, 175, 177, 182,
198, 202, 203, 216]. However, Chen et al. used the power law distribution [183].
73 studies in the literature considered dynamic SFCRs.

7.3.2. Dynamic Topology
A network topology can be dynamic when the network topology changes over

time due to server and link failures. Some of the approaches that considered a
dynamic topology optimised the availability of SFCs so that SFC embeddings
would adapt to topological changes [144, 195, 204, 220]. 16 studies in the liter-
ature considered a dynamic topology.

31



68

13

3

17

2

0

0

Dynamic Traffic
Dynamic Topology
Dynamic SFCRs

Figure 16: Dynamic approaches by the dynamic factor they considered.

7.3.3. Dynamic Traffic
The traffic requests to the SFCs are dynamic in a real network environment.

In the literature, dynamic traffic was generated randomly [178], based on real
usage data [181], based on a Gaussian distribution [135] or based on a Poisson
distribution [92]. 19 studies considered dynamic traffic in their approach.

Table 10 classifies the algorithms in the literature according to the nature
of the environment they considered. Fig 16 shows the number of studies by the
dynamic factor they considered.

8. Evaluation Mechanisms

To evaluate possible solutions to the SFC-OCE problem, different evaluation
mechanisms were used. We classify the evaluation mechanisms used in the
literature into numerical evaluation, simulation, emulation, Production-Grade
Virtualisation Tools (PGVTs), and testbeds. Fig. 17 provides a summary of the
percentage of studies that used the different types of evaluation mechanisms.

8.1. Numerical Evaluation
Numerical evaluation was the most popular evaluation mechanism, with 164

studies using it. To evaluate embeddings, numerical evaluation uses mathe-
matical models of computer networks, traffic patterns and SFCs, providing fast
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Dynamic
Nature

Studies

Static [15, 19, 21–24, 30–32, 35, 37, 39, 41–45, 48–54, 56, 61, 69–71, 73–
75, 79, 82–84, 87, 88, 91, 93, 95, 97, 99, 102, 105–107, 109, 111–
113, 117–119, 124, 127, 130, 131, 134, 140, 143, 150, 152–157,
161–171, 173, 174, 176, 180, 184–188, 193, 196, 197, 200, 201,
205–207, 214, 215, 217, 219, 223–227, 230]

Dynamic
Traffic

[33, 36, 46, 77, 92, 96, 98, 103, 115, 120, 135, 141, 147, 178, 181,
208, 210, 221, 228]

Dynamic
SFCRs

[20, 29, 34, 38, 40, 46, 47, 55, 57, 59, 60, 62–68, 72, 76, 78,
80, 81, 85, 89, 90, 94, 100, 101, 104, 108, 110, 116, 121–123,
125, 129, 132, 133, 136–139, 141, 142, 145, 149, 158–160, 172,
175, 177, 182, 183, 189–192, 194, 198, 199, 202, 203, 209, 211–
213, 216, 218, 222, 229]

Dynamic
Topology

[57, 58, 64, 86, 114, 126, 128, 144, 146, 148, 151, 179, 195, 204,
212, 220]

Table 10: Studies classified according to the nature of the network environment considered.

Emulation

3.8%

Numerical Evaluation

78.5%

PGVT

4.8%

Simulation

11.0%

Testbed

1.9%

Figure 17: A summary of the types of evaluation mechanisms used in the literature.
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evaluations at the expense of accuracy and fidelity as modern networks are too
complex to be accurately modelled [238].

8.2. Simulation
Simulation was used by 23 studies. Simulators create a software model of

the network, enabling faster, more scalable evaluation of SFC-OCE approaches
compared to emulators and testbeds [239]. However, as is the case with numer-
ical evaluation, software models cannot capture the complexity or the dynamic
nature of networks. As a result, despite their speed, simulators offer inaccurate,
low-fidelity evaluation. ALEVIN, a Java-based Virtual Network Embedding
simulator, was the most popular simulator in the literature, used by 13 stud-
ies [106, 145, 148–153, 169, 175, 179, 186, 187]. CloudSim, which simulates cloud
infrastructure, was used by 3 studies [65, 144, 173]. OMNet++, a C++-based
network simulation framework, was used by 2 studies [168, 208]. A simulator
called Very Lightweight Service Platform was used by Clayman et al. [228].
“Simulation Platform for Scotfield Cao” based on ALEVIN was used by Cao
et al. [177]. Additionally, a Java-based discrete event simulator [128], and two
custom simulators [83, 154] were also used.

8.3. Testbeds
Testbeds were used by 4 studies. Testbeds are physical networks meant for

networking experiments. Since they are real networks, they offer the most accu-
rate and high-fidelity evaluation among all types of mechanisms [239]. However,
the evaluations are slower, as they are real experiments, while offering poor scal-
ability, as scaling physical networks is both expensive and time-consuming [239].
The 5GinFIRE testbed was used by Bunyakitanon et al. [96]. CREATE-NET
was used by Riggio et al. [32], and a Raspberry Pi deployment platform was
used by Almurshed et al. [68].

8.4. Emulation
Emulation was used by 8 studies. Emulators duplicate networks using real

networking software and virtualisation tools such as Open vSwitch and Docker
containers [140]. As they duplicate networks instead of modelling them, they
offer better accuracy and higher fidelity than simulators, even though they are
slower and less scalable [239]. However, they are faster and more scalable than
testbeds, while being less accurate [239]. In other words, emulators offer a
trade-off between simulators and testbeds. Mininet, which offers real Open
vSwitch, was the most popular emulator in the literature, with 7 studies using
it [74, 102, 146, 147, 155, 188, 220]. OpenRASE, which uses Mininet to emulate
the physical network and Docker containers to emulate servers, is an emulator
meant specifically for SFC-OCE evaluation and was used by 1 study [140].
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Figure 18: The number of studies using the different evaluation tools found in the literature.
Only evaluation tools that are used by more than 1 study are shown.

8.5. Production Grade Validation Tools
PGVTs were used by 10 studies. PGVTs are virtualisation tools, such as

Kubernetes, that are used in production environments. They are comparable to
emulators as they offer higher fidelity than simulators while being more scalable
and faster than testbeds. OpenStack, a cloud computing platform, was used
by 6 studies [56, 103, 105, 115, 133, 221]. Kubernetes, which is a container
orchestration platform, was used by 2 studies [58, 109]. OpenNetVM, which is
an NFV platform, was used by 2 studies [210, 223]. Fig. 18 shows a summary
of the evaluation tools used by more than 1 study in the literature. Table 11
classifies the studies by the type of evaluation mechanism they used.

9. Emerging Trends

We observed several emerging trends in the literature, which we discuss in
this section.

9.1. VNF Decomposition
A VNF can be decomposed into multiple components, as shown in Fig. 19,

and embedded on multiple servers, offering several benefits, such as efficient
maintenance and scaling [194]. While this can help take better advantage of
the available resources, this adds to the complexity of the SFC-OCE problem,
as every component of a decomposed VNF has to be independently embedded,
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Evaluation
Type

Studies

Numerical [15, 19–24, 29–31, 33–55, 57, 59–64, 66, 67, 69–73, 75–
82, 84–86, 88–95, 97–101, 104, 107, 108, 110–114, 116–
127, 129–132, 134–139, 141–143, 156–167, 170–172, 174,
176, 178, 180–185, 189–207, 209, 211–219, 222, 224–227,
229, 230]

Simulation [65, 83, 106, 128, 144, 145, 148–154, 168, 169, 173, 175,
177, 179, 186, 187, 208, 228]

Testbeds [32, 68, 87, 96]
Emulation [74, 102, 140, 146, 147, 155, 188, 220]
PGVTs [56, 58, 103, 105, 109, 115, 133, 210, 221, 223]

Table 11: Studies classified according to their evaluation mechanisms.

Figure 19: A typical SFC with monolithic VNFs is shown at the top, while an SFC with
decomposed VNFs is shown at the bottom.
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Figure 20: VNF Sharing: Two SFCs, SFC1 and SFC2, share VNF A.

increasing the search space. The SFC-OCE problem with VNF decomposition
was considered by 9 studies [44, 80, 83, 90, 93, 135, 194, 198, 203].

9.2. VNF Sharing
VNF sharing involves sharing an instance of a VNF among several SFCs,

as shown in Fig. 20. The traffic load across VNFs in a network differs, which
means some VNFs may remain idle or have a low demand. In such cases, sharing
the idle or low-demand VNF with other SFCs offers several benefits, such as
reduced licensing cost [39] and optimal resource utilisation [37]. This concept
was used by Yue et al. [150], Wang et al. [240], Mohamad et al. [37, 63, 142],
Guo et al. [39], and Zhang et al. [67]. Doan et al. [56] proposed the use of
sub-chain sharing. A sub-chain consists of a sequence of VNFs in an SFC, and,
in addition to the benefits offered by VNF sharing, it reduces SFC configuration
cost by performing route configuration only once.

9.3. Concurrent VNF Execution
Concurrent VNF execution aims to reduce the traffic latency of an SFC by

executing the VNFs of the SFC concurrently. However, this is only applicable
to VNFs that do not modify the traffic packets, such as a flow monitor and
an Intrusion Detection System. A copying module duplicates traffic packets
and transmits the packets concurrently through the VNFs, and the processed
packets are merged by a merging module, as shown in Fig. 21. By processing
duplicate packets concurrently and avoiding sequential processing, concurrent
VNF execution reduces traffic latency. This technique was found in the works
of Agarwal et al. [153], Xie et al. [190], Jia et al. [125], and Li et al. [100].

9.4. Sub-chain Parallelisation
Sub-chain parallelisation aims to reduce traffic latency by parallelising a

part of an SFC. Unlike concurrent VNF execution, in which traffic is duplicated
and processed concurrently by VNFs, in sub-chain parallelisation, a sub-chain
consisting of a sequence of VNFs is duplicated, and the traffic is distributed
across the duplicated sub-chains, as shown in Fig. 22. Since traffic does not
need to be duplicated, copying and merging modules are not required. This
concept was seen in the approach of Wang et al. [145], and Li et al. [88].
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Figure 21: A typical SFC is shown at the top, with concurrent VNF execution for that SFC
shown at the bottom. Traffic is duplicated by the copying module, as indicated by the purple
circle, and sent in parallel to VNF B, VNF C, and VNF D. The concurrently processed traffic
is then merged by the merging module, as shown by the green circle.

Figure 22: An example of sub-chain parallelisation, with a typical SFC shown at the top. The
sub-chain consisting of VNF B, VNF C and VNF D is duplicated, and traffic is distributed
across these sub-chains.
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Figure 23: The number of algorithms used in SFC-OCE approaches by year. Only algorithms
that were used by more than 2 studies were considered to generate this plot.

9.5. Prediction-based Approaches
Various approaches in the literature used the prediction of the performance

of SFCs and the changes to the operating environment to optimise the SFC-
OCE problem. This enabled SFC-OCE approaches to adapt to changes pre-
emptively. The traffic latency was predicted by Bunyakitanon et al. [96]. Pandey
et al. [103, 115] used a Gated Recurrent Unit to predict the resource demands
of SFCs. Wang et al. [101] and Mohamad et al. [142] predicted the arrival of
SFCRs. Tang et al. [137] developed Digital Twins (DTs) of VNFs that collected
resource demand data and monitored VNFs for service failure. These DTs could
be used to predict VNF performance for effectively optimising the SFC-OCE
problem.

9.6. Reinforcement Learning
The first instance of RL usage in SFC-OCE approaches was seen in 2019,

and since then, RL has become a popular algorithm to optimise the SFC-OCE
problem, as shown in Fig. 23. Starting from 2020, aside from heuristic algo-
rithms, RL has become the most popular algorithm in the literature. RL-based
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approaches generally embed VNFs one by one, guided by rewards and penalties
to find an optimal SFC embedding.

10. Research Gaps

After analysing the literature on SFC-OCE approaches, in this section, we
discuss the research gaps we identified.

10.1. Complete Optimisation of SFC-OCE
The SFC-OCE problem consists of three sub-problems, namely VNF-CC,

VNF-EM, and VL-EM, where simultaneous optimisation has led to the best
results (Section 4). However, only 10 of the 209 studies optimised all three
sub-problems simultaneously, while the majority (89) optimised VNF-EM and
VL-EM simultaneously. To support more efficient solutions, more research needs
to focus on optimising all three sub-problems simultaneously.

10.2. Explicit Optimisation of VL-EM
Most of the approaches that optimised VL-EM took an implicit approach.

An implicit approach is an approach that assumes that servers in a network
topology are directly connected via physical links, ignoring network switches,
thereby abstracting away the complexity of real computer networks (Section
6.1). Considering explicit approaches, the majority employed a shortest-path
algorithm to optimise VL-EM. However, using the shortest path to link servers
can lead to traffic congestion on the links in the shortest path [194]. Only 14
studies optimised VL-EM explicitly without using a shortest-path algorithm,
making this an underexplored research area.

10.3. High-fidelity Evaluation of SFC-OCE Approaches
78.5% of the approaches performed only numerical evaluation of their ap-

proaches. A further 11% used simulators to evaluate their approaches. However,
both numerical evaluations and simulations are of lower fidelity (Section 8),
meaning 89.5% of the approaches performed low-fidelity evaluations. Evaluat-
ing approaches using high-fidelity mechanisms is important to ensure SFC-OCE
approaches will have the desired outcome on real networks.

Higher-fidelity evaluations are more challenging to perform than lower-fidelity
evaluations, which may explain the unpopularity of higher-fidelity evaluations.
Testbeds, which offer the highest fidelity, are costly to set up and maintain, do
not scale well, and are time-consuming to configure [239]. PGVTs and emula-
tors, which offer higher fidelity than simulators, cost less, offer more scalability
and are easier to set up and configure than testbeds. However, except for one
emulator, OpenRASE, none of the PGVTs and emulators natively support eval-
uating SFC embedding approaches [140]. This means that these PGVTs and
emulators require additional development effort to be used for evaluating SFC
embedding approaches.
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10.4. Dynamic SFC-OCE Approaches
50.7% of the approaches considered a static network environment, where

a static set of SFCRs has to be embedded on a static network topology. In
the literature, we found three dynamic factors, namely dynamic SFCRs, dy-
namic traffic and dynamic topology (Section 7.3). Even though 49.3% of the
approaches considered one or two of the dynamic factors, none of the approaches
considered all three dynamic factors, making this an open research area.

11. Conclusion

We surveyed the existing literature for SFC composition and embedding
approaches published between 2014 and 2025, and curated 209 papers after
reviewing their title, abstract and content. We then developed an analytical
framework to extract data from the curated papers for further analysis. Based
on the extracted data, we proposed an improvement to the NFA-RA defini-
tion, named SFC-OCE, by decomposing the VNF-FGE sub-problem into two
sub-problems, namely VNF-EM and VL-EM, to provide a more detailed classi-
fication of the approaches, and disregarding VNF-SCH, as recent advancements
have rendered it redundant. Then, we analysed the approaches in terms of their
use cases, which included the optimisation objectives, application domains, and
physical network topologies, and classified them according to the updated SFC-
OCE definition we proposed. We then analysed the algorithms used by the
approaches, their scalability and dynamic nature, before analysing the evalu-
ation mechanisms used to evaluate the approaches. Finally, we discussed the
emerging trends, such as VNF decomposition, VNF sharing, concurrent VNF
execution, sub-chain parallelisation, prediction-based approaches and the use of
RL, and identified research gaps, such as the paucity of complete optimisation
of SFC-OCE sub-problems, explicit optimisation of the VL-EM sub-problem,
high-fidelity evaluation of the approaches and comprehensive dynamic SFC-
OCE approaches.
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