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Abstract

Rising data processing demands from ever-increasing num-
bers of 10T devices have led to increased use of edge com-
pute deployments, where energy consumption has become
a critical challenge. By switching from dedicated hardware
functions to chains of virtualised network functions, called
Service Function Chains (SFCs), energy consumption can be
reduced when processing IoT network data. However, op-
timally embedding these functions in edge deployments to
achieve this is NP-hard, with existing solutions optimising
only a subset of the problem space. In this work, we explore
a Genetic Algorithm-based approach that optimises all three
sub-problems scalably to minimise energy consumption in
SFCs. We test our proposed solution across two Multi-Access
Edge Computing scenarios and show that our solution ef-
ficiently converges on an optimal solution in terms of the
number of embedded SFCs and energy consumed.

CCS Concepts: - Computing methodologies — Heuristic
function construction; « Networks — Network resources
allocation; Network experimentation; Network perfor-
mance modeling; Programmable networks; Cloud computing;
Mobile networks.
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1 Introduction

Processing the large volumes of network data generated by
devices in the Internet of Things (IoT) [4] requires increased
deployments of compute resources, which in turn increases
energy consumption. To reduce the traffic load on the net-
work and the delay in processing IoT data, Multi-access Edge
Computing (MEC) has been proposed [4]. MEC brings com-
pute resources to the edge of the network, reducing band-
width and time consumption. However, processing data at
the edge can require more energy than in the cloud [27].
In parallel, significant increases in the number of servers
deployed at the edge and the complexity of MEC networks
make energy consumption a significant problem [16, 33].

Service Function Chaining (SFC) is one way of facilitating
the reduction of the energy consumed by MEC. To ensure
safe and reliable transmission of data from IoT devices, MEC
employ network functions, such as firewalls and Intrusion
Detection Systems. Traditionally, these network functions
are deployed as individual middlebox hardware [10] that
consume significant energy [9], driving up overall MEC en-
ergy consumption. SFC uses Network Function Virtualisa-
tion (NFV) to separate the network functions from their
hardware so that they can be virtually embedded on servers,
and Software Defined Networking (SDN) to virtually link
the Virtualised Network Functions (VNFs), forming a chain
of VNFs [9]. The virtualisation achieved by SFC enables
programmatic embedding of VNFs and Virtual Links (VLs),
enabling network operators to optimally embed them on
the physical MEC network by optimising objectives, such as
maximising throughput and minimising energy consump-
tion.

Optimally composing and embedding SFCs, which we call
the SFC-Optimal Composition and Embedding (SFC-OCE)
problem, is an N'P-hard optimisation problem [9] consisting
of three sub-problems: optimally ordering the VNFs in an
SFC named VNF Chain Composition (VNF-CC), optimally
embedding the VNFs on servers named VNF Embedding
(VNF-EM), and optimally embedding the virtual links across
physical links named VL Embedding (VL-EM). All these three
sub-problems have to be optimised to produce an optimal
SFC embedding [9]. We found 17 studies in the literature that
optimised the energy consumed by SFC embeddings [5, 12,
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11, 34, 7, 28, 26, 19, 2, 23, 1, 29, 22, 3, 32, 24, 21]; only one [24]
optimised all three sub-problems, however, it used an exact
algorithm that does not scale well as the complexity of net-
works grows. Genetic Algorithms (GAs) are meta-heuristic
algorithms that are well-known for producing scalable so-
lutions to NP-hard optimisation problems [18] and have
been used in the literature to optimise SFC-OCE with differ-
ent objectives, making it a promising solution space. Of the
studies that used GA to optimise SFC-OCE, only one study
minimised energy consumption [12], but it did not optimise
all three sub-problems.

In this paper, we propose an approach based on GA to
optimally embed SFCs in MEC for IoT workloads, such that
their energy consumption is minimised and the acceptance
ratio, which is the ratio between the number of SFCs that
can be embedded and the number of SFC Requests (SFCRs),
is maximised. We use the GENESIS framework [15] that we
developed to encode and decode candidate solutions. To eval-
uate the fitness of the candidate solutions, we use a hybrid
approach consisting of a faster but less accurate offline mech-
anism and a slower but more accurate online mechanism. The
offline mechanism uses Deep Neural Network (DNN) models
trained on VNF profiling data to approximate the CPU usage
of VNFs and a linear CPU power model to compute the en-
ergy usage based on the CPU usage. The online mechanism
uses the SFC emulation environment OpenRASE [13] we
developed. To the best of our knowledge, this is the first
paper to 1. optimise all three SFC-OCE sub-problems to min-
imise energy consumption in a scalable manner, and 2. use
an emulator to evaluate an energy-aware approach in the
context of MEC.

We evaluate our energy-aware GA approach across a ran-
dom MEC network topology and a real MEC network topol-
ogy in a dynamic network environment, where the number
of SFCRs to embed, network traffic and topology vary with
time. The results show that the GA approach converges on
an optimal solution, taking a median of 3.84 minutes and
minimising the energy consumption to a median of 730.8
kWh, while maintaining an acceptance ratio of 1.

2 Related Work

We surveyed the literature from 2014 to 2025 and identified
17 energy-aware SFC-OCE embedding approaches. 6 of these
studies optimised only the VNF-EM sub-problem [5, 34, 26,
19, 23, 3]. 10 studies optimised both VNF-EM and VL-EM [12,
11,7, 28, 2, 1, 29, 22, 32, 21]. Only one study optimised all
three SFC-OCE sub-problems [24], but the approach used
an exact algorithm, which would not scale well for complex
networks. Only 2 studies considered a MEC context [19, 3].

To evaluate their approaches, 13 studies performed nu-
merical evaluations [24, 21, 32, 22, 29, 28, 7, 11, 3, 23, 19, 26,
5], 3 used simulation [2, 1, 12], and one used a testbed [34].
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Table 1. A summary of energy-aware SFC-OCE approaches.

Study VNF- VNF- VL- Context Scalable Evaluation

CC EM EM

[6] X v X  Generic v Numerical
[34] X v X  Generic v Testbed

[26] X v X  Generic v Numerical
[19] X v X MEC v Numerical
[23] X v’ X DataCentre V Numerical
3] X v X MEC v Numerical
[12] X vV Generic v Simulation
[11] X v Vv DataCentre v Numerical
[71 X v v DataCentre X Numerical
[28] X v Vv Generic v Numerical
[2] X v’ v/ DataCentre Simulation
[1] X v v DataCentre Vv Simulation
[29] X v V' Generic v Numerical
[22] X vV Generic v Numerical
[32] X v v B5G v Numerical
[21] X v V' Generic v Numerical
[24] V v v 5G X Numerical

A summary of the energy-aware SFC-OCE approaches
is given in Table 1. As shown, no study optimised all three
SFC-OCE sub-problems in a scalable manner, leading to sub-
optimal energy minimisation. Additionally, all MEC and mo-
bile network approaches (e.g. 5G or B5G) used numerical
evaluation, limiting their accuracy [6].

3 GA-Based Optimal SFC Embedding

To address the N'P-hard challenge of energy-aware embed-
ding of SFCs with a high acceptance ratio in MEC networks,
we propose a GA-based approach that addresses all three
SFC-OCE sub-problems. We first describe the problem formu-
lation, followed by the genetic encoding-decoding scheme of
our approach, the fitness evaluation mechanism, the fitness
function, and the hyperparameters we used.

3.1 Problem Formulation

We consider a dynamic MEC networking environment for
IoT, where SFCRs arrive at regular intervals. The traffic pat-
tern and the topology also vary with time. Our goal is to au-
tomatically explore embedding SFCRs on the MEC network,
such that the SFCR acceptance ratio is maximised, and the
energy consumption of the MEC network is minimised. The
energy consumption of a MEC is a function of the amount
of resources used by MEC servers and the number of servers
that are powered on [17, 20]. Consequently, increasing the
SFCs embedded on the MEC network increases the energy
consumption, making this a Pareto optimisation problem.
Further, embedding many VNFs on one server increases
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its CPU usage, thereby increasing its energy consumption.
Embedding VNFs across many servers reduces the energy
consumed by an individual server; however, when many
servers are powered on, the idle power consumed by servers
increases the total energy consumption of the MEC network.
An optimal SFC-OCE approach must balance between the
number of SFCs to embed, the number of VNFs to embed on
each server, and the number of servers that should be used.

3.2 Genetic Encoding and Decoding

We adapt our GENESIS! [15] framework to encode and de-
code candidate solutions. The GENESIS framework uses a
one-dimensional floating-point array with 6 elements as
the genetic encoding and uses three solvers to decode the
solution. It uses a solver for each of the three SFC-OCE sub-
problems. A solver consists of a predictor and a generator.
A predictor is a Deep Neural Network (DNN) with one hid-
den layer with two neurons and takes the network topology,
traffic, and the SFCRs as inputs. The weight values of the
hidden layer are given by the genetic encoding. A generator
takes the output of a predictor to generate a solution to the
concerned SFC-OCE sub-problem. In effect, GENESIS uses
GA to evolve three DNNs that are then used to produce an
optimal SFC embedding. GENESIS is, according to the best of
our knowledge, the only genetic encoding-decoding scheme
enabling optimisation of all three SFC-OCE sub-problems.

3.3 Fitness Evaluation

We now describe the online-offline evaluation mechanism
and the fitness function to score individuals.

3.3.1 Online Evaluation. The fitness of an individual is
evaluated by deploying them on an actual network and run-
ning experiments to evaluate their performance. This pro-
vides an accurate fitness evaluation of an individual, but
takes a long time compared to numerical approaches. For
instance, the OpenRASE emulator used in this paper requires
10 minutes to evaluate a candidate solution [13]. Despite the
accuracy provided, the longer evaluation time limits the size
of the population and the number of generations, putting
the evolution at risk of getting stuck at local optima.

3.3.2 Offline Evaluation. In offline evaluation, the fitness
of an individual is evaluated numerically, via simulation or
predictive models. Offline evaluation is faster than online
evaluation, but less accurate. This enables GA to efficiently
evolve several thousand individuals in a population over
several hundred generations. However, the inaccuracy of
this mechanism risks converging on a sub-optimal solution.

3.3.3 Hybrid Evaluation. Hybrid evaluation combines
online and offline evaluation. GA evolves using offline evalu-
ation until a threshold is met, and then uses online evaluation

https://github.com/Project-Kelvin/OpenRASE/tree/main/src/algorithms
/hybrid
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Figure 1. We find the CPU demand of VNFs embedded on
a server using DNN models, sum them, divide them by the
number of CPUs in the server, and use the linear CPU power
model to estimate the energy usage.

to verify the fitness of the best individuals and correct course
if the fitness approximated by offline evaluation is not ac-
curate enough. This allows GA to evolve faster with many
individuals over several generations, minimising the risk of
getting stuck at local optima, while ensuring the converged
solution is optimal. Hybrid evaluation combines the speed
of offline evaluation with the accuracy of online evaluation.

In this study, we use hybrid evaluation to evaluate the
fitness of individuals. We use the OpenRASE emulator to
evaluate the fitness of individuals online via experimentation.
For offline evaluation, we use the DNN models from our
BENNS model [14] to predict the CPU demand of VNFs for a
given number of traffic requests. We sum the CPU demand
of each VNF embedded on a server and divide it by the total
number of CPUs available in that server to find the CPU
usage of the server, as shown in Fig. 1.

3.3.4 Defining Fitness. We define the fitness of an in-
dividual in terms of the acceptance ratio and the energy
consumed by the MEC network. We maximise the accep-
tance ratio as shown in Equation 1, where s is the number
of SFCs that can be embedded and ¢ is the total number of
SFCRs received.

s
max 7 (1)

For energy consumption, a study on Google’s data centre
showed that energy usage can be accurately estimated using
only the CPU usage [20]. Based on this study, we consider
only the CPU usage of the servers in the MEC network to
create a simplified energy model. The energy consumed by
memory, storage, and networking equipment will be consid-
ered in future work. We use the linear CPU power model,
which has been shown to offer comparatively higher accu-
racy [17], to estimate the energy consumption based on the
predicted CPU usage of VNFs. The CPU power model is
given in Equation 2, where u € [0, 1] is the CPU utilisation,
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Pmin is the power usage when the CPU is idle, and pj,qx is
the power consumed at maximum CPU usage.

P(u) = pmin + (pmax _pmin)u (2)
We used Intel’s PowerTOP? tool to estimate the power con-
sumed by one CPU core of the test machine (Section 4) in the
idle state and when it is stressed to its maximum. We used
the stress-ng® tool to stress the server. Accordingly, pmin
was found to be 8 W while p,ox was 11 W. We minimise
the the power consumed by the MEC network, as shown in
Equation 3, where H is the set of servers in the MEC net-
work, uy, is the CPU usage of server h, and P(uy,) is the power
consumed by server h as given by Equation 2.

min Z P(up) 3)
heH

We use the CPU power model and the DNN models to ap-
proximate the energy consumption of the MEC network until
the threshold is met. We then evaluate the best individual
on OpenRASE by embedding the individual on the emulated
MEC network, measuring the CPU usage of the MEC servers,
and using the CPU power model from Equation 2 to com-
pute the energy consumption. As the acceptance ratio is
mathematically computed, experimental evaluation is not
required.

3.4 Hyperparameters

The initial population was generated as 100 random indi-
viduals from a uniform distribution. We used the NSGA-II
algorithm for parent selection since maximising acceptance
ratio and minimising energy consumption is a Pareto opti-
misation problem (Section 3.1). We used blend crossover to
perform crossover, as our genetic encoding uses a floating-
point array. We set its alpha value to 0.5 as it is the typical
value. Based on the initial set of experiments, we set the indi-
vidual mutation probability and gene mutation probability to
0.5 as these parameters produced the best GA performance.
Mutation was carried out by randomly sampling a gene value
from a Gaussian distribution.

4 Evaluation

We evaluated our energy-aware GA approach on a virtual
machine running Ubuntu 20.04.6 on a QEMU hypervisor
with 64 cores of Intel Xeon Gold 6240R CPUs having a clock
speed of 2.4 GHz, and 128 GB of RAM. We designed 4 distinct
SFCRs based on VNFs used in IoT and MEC networks from
the literature [31, 8]: 1. Load Balancer — Web Application
Firewall 2. HTTP Accelerator — Load Balancer — Web Ap-
plication Firewall 3. HT TP Accelerator — Traffic Monitor —
Load Balancer — Web Application Firewall 4. Load Balancer
— Traffic Monitor — Web Application Firewall. In Open-
RASE, we implemented deployable instances of these VNFs

Zhttps://github.com/fenrus75/powertop
3https://github.com/ColinlanKing/stress-ng
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to evaluate the performance of our approach. To ensure more
realistic evaluation, we used a randomly generated MEC net-
work topology, called 25N50E (25 nodes, 50 edges), and a real
MEC network topology from the Milan city centre (30 nodes,
35 edges) [30]. We scaled down the resources available in the
topology by 100 to be able to emulate an entire MEC network
in our test machine. We set the number of CPUs available in
each MEC server to 1, the memory available to 5 GB, and the
link bandwidth to 10 Mbps. We generated traffic requests to
SFCs from a real traffic trace from an IoT testbed [25].

We scaled down an hour in the 24-hour traffic trace to a
minute and ran two different experiments using the 25N50E
topology and the Milan City Centre topology in a dynamic
environment. In the dynamic environment, every 1 minute,
a set of 2 SFCRs arrived, and the traffic pattern changed. Our
GA approach completes its current evolution before adapt-
ing to a change in the environment. We call each evolution
following a change a segment. After the 18th segment, every
1 minute, we crashed a server, altering the network topology.

We set a minimum acceptance ratio of 1 and a maximum
energy consumption of 1000 kWh as the fitness threshold.

5 Results

Time to Solve: Our energy-aware GA approach converged
on an optimal solution following every change in the dy-
namic environment, taking a median time of 3.84 minutes
(3.01-12.43) in the Milan City Centre experiment, and 3.95
minutes (2.98-7.59) in the 25N50E experiment. Fig. 2 shows
the time taken by each experiment to converge on an opti-
mal solution during each segment. The time taken gradually
increased as the number of SFCRs increased, before rising
sharply as we started crashing servers one by one (to the
right of the red line), increasing the complexity of the SFC-
OCE problem.

= 25NSO0E Milan City Centre

45

w40
£ 35

E30

S 25

£

o 15 y
E10

& s N —

0 2 4 6 § 10 12 14 16 18 20 22 24
Segment

Figure 2. The time taken to converge in each segment. The
vertical red line indicates the point from which we started
crashing servers.

Energy Minimisation: The median energy consumption
of the MEC network was 779.4 kWh (535.5-873.0) during the
Milan City Centre experiment, and 720.0 kWh (532.8-756.9)
during the 25N50E experiment. Fig. 3 and 4 show how the
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Figure 3. The acceptance ratio and energy consumption
during the Milan City Centre experiment.

energy consumption and acceptance ratio varied as the GA
evolved to adapt to the changes in the environment. The
dashed vertical lines show the segments. The vertical red
line shows the point from which we started crashing servers.
The solid curve shows the average fitness, while the shaded
region shows the range between maximum and minimum
fitness. The average curve and the shaded range meet at the
dashed lines because, at these points, the evolution switched
from offline evaluation to online evaluation, selecting only
the best-fit individual, reducing the population to just one
individual. The number of generations taken to converge
increased once we started crashing servers, as it increased
the complexity of the SFC-OCE problem.

The results show that our energy-aware GA approach can
minimise energy consumption without sacrificing on the ac-
ceptance ratio within bounded execution times in dynamic
network environments, despite the complexity of the prob-
lem increasing as the SFCRs continue to arrive and servers
start to crash.

6 Conclusion

SFCs can reduce energy consumption in MEC networks by
enabling network providers to optimally embed virtualised
network functions on MEC networks. Optimally embed-
ding SFCs is an NP-hard optimisation problem with three
sub-problems. This paper proposes an energy-aware GA
approach to optimally embed SFCs on MEC networks, max-
imising the number of embedded SFCs, while minimising
their energy consumption. We evaluate our approach on real
MEC network topologies, using SFCRs based on VNFs used
in MEC and IoT networks, and a real traffic trace obtained
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from an IoT testbed to perform dynamic network experi-
ments. The experiments show that our energy-aware GA
approach converges within a median of 3.84 minutes and
minimises the median energy consumption of the network
to 730.8 kWh.
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