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Abstract. Open Radio Access Networks (O-RAN) aims to transition
telecommunication networks from vendor-specific hardware to open, vir-
tualised control architectures. As interest grows in deploying O-RAN
in non-terrestrial networks (NTNs), understanding the robustness of its
protocol specifications becomes critical.

This paper reports on the formal modelling of the stable 02 O-RAN
interface specification using the Alloy modelling language. We encode
ten representative operational scenarios from the O2 specification and
formalise safety and feasibility properties relevant to deployment con-
straints. Bounded model checking reveals several classes of specification
weaknesses, including underconstrained pre/post conditions, ambiguous
sequencing of protocol steps, and conflicting simultaneous triggers that
permit inconsistent system states or violate intended progress conditions.

Keywords: Open Radio Access Networks, Alloy, Non-Terrestrial Net-
works

1 Introduction

Correct operation of telecommunication networks is both operationally critical
and, in many jurisdictions, a legal requirement [8]. To increase flexibility and
reduce costs associated with proprietary hardware and vendor lock-in, operators
are transitioning from vertically integrated network appliances to open, software-
defined ecosystems in which standardised components interact via well-defined
interfaces. The Open Radio Access Network (O-RAN) specification [25] defines
a modular architecture of components and interfaces intended to enable inter-
operable, multi-vendor RAN deployments. Developed by the O-RAN Alliance, a
consortium of international operators and vendors, the specification has already
underpinned several compliant terrestrial deployments [25].

* This work was supported by EPSRC grant EP/X5257161/1
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Building on this terrestrial success, O-RAN has been proposed as a candi-
date architecture for non-terrestrial network (NTN) deployments. Existing NTN
systems are typically customised and proprietary, limiting interoperability and
third-party participation [16], both of which have been central to innovation in
terrestrial networks. However, NTN environments impose significantly stronger
resilience requirements due to limited physical accessibility, high latency, and
the cost of intervention. In such contexts, reliable software-based operation is
essential. At the same time, recent studies have reported issues in O-RAN im-
plementations [26/31], motivating a rigorous assessment of the specification itself
rather than its implementations alone.

In this paper, we formally model aspects of the O-RAN specification in Al-
loy to assess its robustness for NTN deployment. All Alloy models are available
onlineﬂ Aligned to the proposed regenerative NTN architecture [23], we focus
on the O-RAN’s O2 interface, a stable and foundational interface responsible
for cloud-based infrastructure provisioning, and model ten representative op-
erational scenarios. While prior work has applied formal methods to O-RAN
applications (see Section , to the best of our knowledge, this is the first study
to formally verify the normative behavioural specification of an O-RAN inter-
face itself. Our analysis reveals specification ambiguities, incomplete treatment
of error conditions, violated feasibility properties, and potential race conditions,
challenging the robustness of O-RAN for deployment in NTN environments.

2 Background

2.1 O-RAN

Open Radio Access Network [22] is designed to address technical and non-
technical challenges in traditional telecommunication systems. At its core, O-
RAN is built on two fundamental principles: vendor-agnostic interoperability and
open architecture. The vendor-agnostic nature of O-RAN is achieved through the
definition of open interfaces for different tasks, such as RAN control via the E2
or Al interfaces, or infrastructure provisioning via the O1, O2 interfaces, see Fig-
ure [Il These open interfaces enable communication between components from
different vendors [22]. The intention is that network operators are no longer lim-
ited by proprietary ecosystems, and are able to mix and match hardware and
software components to suit their needs [21].

Central to O-RAN’s architecture are the RAN Intelligent Controllers (RIC).
There are two variants: the Near-Real-Time RAN Intelligent Controller (Near-
RT RIC) and the Non-Real-Time RAN Intelligent Controller (Non-RT RIC) [17].
The Near-RT RIC is intended to support control operations with a timescale of
ten milliseconds to one second, enabling time-sensitive control through modular
applications called zApps [22]. The Non-RT RIC focuses on long-term network
optimisation and analytics, leveraging rApps for policy and decision making [18].

* https://github.com/SMcL248/FVTS _ Alloy
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The Service Management and Orchestration (SMO) provides centralised man-
agement, orchestration, and automation functions. The SMO is responsible for
lifecycle management, policy control, performance monitoring, and coordination
of network functions (NFs) deployed on distributed infrastructure. It interfaces
with the O-Cloud, which supplies the virtualised compute, storage, and net-
working resources required to host O-RAN components. O-Cloud abstracts the
underlying physical infrastructure and exposes managed resources through stan-
dardised interfaces, including the O2 interface examined in this work.

2.2 Formal Modelling and Analysis in Alloy

Alloy [9] is a lightweight formal modelling language based on first-order relational
logic, supported by the Alloy Analyzer [29] for automated bounded analysis.
Models are expressed declaratively using signatures (types), relations, and logical
constraints, enabling concise specification of structural properties and temporal
properties. The Analyzer translates models into propositional logic and uses SAT
solvers to generate instances of the model and perform bounded model checking.
Alloy 6 has enhanced support for modelling and analysis of dynamic behaviour
and state transitions within this relational framework.

Alloy has been used to formalise abstractions derived from informal or natural-
language specifications, particularly in distributed systems and protocol de-
sign [32]. Its bounded model checking approach supports early detection of incon-
sistencies, underspecification, and unintended interactions, consistent with the
“small scope hypothesis,” which suggests that many specification errors manifest
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in small instances [I0]. Overall, Alloy provides a rigorous yet accessible environ-
ment for analysing coordination logic and communication protocols, balancing
expressiveness with automated verification support. An example of how Alloy
was used to model the O2 interface state transition can be seen in Listing [1.2

2.3 Formal Verification In Telecommunications

Formal analysis of communication protocols has a long history, including model
checking and state exploration techniques [2[T2]. Model checking has been suc-
cessfully applied to detect deadlocks, race conditions, and feasibility violations
in distributed and networked systems [7J11].

In telecommunications, formal methods have been applied to analyse sig-
nalling protocols and distributed coordination logic derived from natural-language
standards [I3/4]. Such efforts often uncover ambiguities and conflicting behaviours
not evident during manual review. Our work aligns with this tradition by treating
the O-RAN 02 specification as a behavioural artefact subject to formal inter-
pretation and validation. Recent works have also begun to explore how Al tools
(e.g. large language models) can support use of formal methods by non-experts
in telecommunication networks [30].

2.4 Formal Modelling in O-RAN

Several recent works have explored applying formal methods to O-RAN, how-
ever, they have focused on the third-party applications (xApp, rApp) that use
interfaces, as opposed to the normative behaviour of the O-RAN interfaces them-
selves. Exemplar O-RAN applications include PRISM-based analysis of resource
allocation [I5], threat analysis [28], or energy-efficient service availability [14].
To the best of our knowledge, our work is the first to formally model and
verify the normative behavioural semantics of an O-RAN interface, see Section [4]

3 O-RAN Operational Scenarios to Model

In the O-RAN specification, the seven key interfaces (Al, O1, 02, E2, Open
Fronthaul, Xn, and F1), describe over 300 potential operational scenarios to
model across all interfaces. Given space limitations, we focus on the O2 interface.
We now describe the O2 interface and the modelled operational scenarios.

3.1 The O-RAN O2 Interface

The O2 interface connects the Service Management and Orchestration (SMO)
framework to the underlying cloud infrastructure and is responsible for in-
frastructure resource management, virtual network function lifecycle manage-
ment, and orchestration of O-Cloud resources. Considering NTN environments,
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Fig. 2. O-Cloud overview showing the Infrastructure Management Services (IMS) and
Deployment Management Services (DMS) which communicate with the SMO via the
02 interface. O-Cloud uses Worker Nodes to host Network Function (NF) Deployments.
Resources can be scaled in and out of resource pool to increase functional capacity of
NF Deployments.

compute platforms may be satellite-borne, intermittently connected, resource-
constrained, or geographically distributed. This makes the correctness of infras-
tructure orchestration mission-critical: Failures in lifecycle operations, state syn-
chronisation, or resource allocation can have amplified consequences due to long
propagation delays, limited physical access, and constrained recovery options. By
contrast, interfaces such as E2 or A1l primarily govern RAN control and optimi-
sation logic, which, while important, presuppose a stable and correctly managed
infrastructure substrate. Verifying O2 procedures therefore targets the founda-
tional control plane governing deployment, scaling, healing, and configuration
consistency across heterogeneous and latency-sensitive environments.

The O2 interface was one of the first O-RAN interfaces to be documented,
giving it stability, and has several mappings to other standardised telecommu-
nication architectures and frameworks (ETSI NFV MANO [5], ETSI ZSM [6],
and 3GPP [I]), and open source projects (ONAP [24], Kubernetes [3]).

3.2 Operational Scenarios of the O2 Interface

The O-RAN specification describes 55 operational scenarios of the O2 inter-
face. Given space limitations, we focus on those most commonly found or used.
The following summarises the selected operational scenarios and their associated
clause in the O-RAN specification [20], with Figure [2| giving an overview of the
components, roles, and relations:

Hardware Infrastructure Scaling Post-Deployment (clause 3.1.5)
describes the addition of a new worker compute node to a previously installed
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O-Cloud and related to clause 3.1.5 [20]. It involves a worker Node interacting
with the IMS of a given O-Cloud to request a software image, which allows the
Node to boot. Once booted, the O-Cloud Node has been effectively added to
the O-Cloud. Subsequentially, the SMO should trigger an inventory update to
retrieve an up-to-date list of available resources.

Network Function Lifecycle (clause 3.2.1, 3.2.2, 3.2.3, 3.2.4, 3.2.5)
The lifecycles of Network Functions (NFs) are defined through 5 operational
scenarios. NF Deployments can be instantiated (clause 3.2.1) or terminated in
the O-Cloud (clause 3.2.5). The O-Cloud can alter the processing power of NF
via scaling. NF Deployments can have further resources allocated to it via scale
out (clause 3.2.2), and have resources deallocated through scale in (clause 3.2.3).
A software modification (clause 3.2.4) procedure is also detailed. This operation
follows a replace-and-build approach. This consists of a NF with the new software
version being instantiated, and depending on the status of this NF, the new or
existing NF' is terminated. Each of these use cases are initiated by request via
the O2 interface, and generate SMO responses.

Network Slices (clause 3.10.1, 3.10.2). Network slices may be created
(clause 3.10.1) and destroyed (clause 3.10.2) over multiple O-Cloud instances.
Such slices consist of NF Deployments which may or may not need to be in-
stantiated as part of the slice creation. For each O-Cloud in the slice, a unique
ID (VLAN-ID) is used to mark appropriate NFs. Such VLAN-IDs are requested
from the given O-Cloud, and must be locally unique. The deletion of a net-
work slice will include the termiantion of specified NFs and the deallocation of
VLAN-IDs in each O-Cloud included in the network slice.

O-Cloud Node Clusters (clause 3.11.2.3, 3.11.3.2). The creation and
deletion of O-Cloud Node Clusters are described in the specification. Clusters
are groupings of O-Cloud resources that are used to deploy workloads. To create
a Cluster, a request is sent the O-Cloud. Upon receiving a request, an O-Cloud
Node Cluster ID shall be generated and used to book required resources. When
all resources are successfully booked, they are allocated and the Cluster is cre-
ated. This then generates an SMO response. Upon failure, it is stated that all
actions should be rolled back. In deletion, all booking IDs are removed and re-
sources are deallocated. Similarly to creation, an SMO response is generated and
the system is told to roll-back upon error.

4 Formalising the O2 Interface in Alloy

We now describe the process of formally modelling the described O2 operational
scenarios in Alloy, as well as verification of safety and feasibility.

4.1 Modelling the O2 Interface in Alloy

In the O-RAN specification, each operational scenario has a defined goal, partic-
ipating actors, preconditions, starting conditions, prescribed steps and actions,
end conditions, exception flows, and post-conditions [20].
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Listing 1.1. Model structure of NF Deployment Instantiation

sig Node {var deployment: set NF}
sig NF {}
sig Request {

target: one oCloud,

payload: one NF,

var underlying_error: lone Response,

var processed: lone Response
¥
sig oCloud { dms: one DMS, var nodes: set Node}
sig DMS {cloud: omne oCloud, var requests: set Request}
one sig SMO {var responses: set Request->Responsel}
enum Response{SUCCESS, ERROR}

/dms \odes
4 N\,

N

Node
(§hardware_can_host_multiple_NFs_node)

SMO
responses: Requestl->SUCCESS, Request!-=SUCCESS

Request0 Requestl
payload: NF1 payload: NFO
target: oCloud target: oCloud

Fig. 3. Alloy Visualisation of Listing [T-]]

We represent O2 components and interactions in Alloy using signatures and
predicates, respectively. Each Alloy signature contains a list of fields that allow
for mappings between O2 components. Listing shows the structure of the NF
Deployment Instantiation protocol, with Figure[3|showing this visually. From the
specification, the SMO sends requests to the DMS. O-Cloud Worker Nodes are
represented by the Node signature, and network functions are represented by the
NF signature. An O-Cloud instance is represented by the oCloud signature, and
must be associated with a DMS signature. We represent request objects using
the Request signature. Requests contain an NF for instantiation, a target O-
Cloud, and a status which is represented by the Response enumerate type. The
lone keyword enforces that a field contains at most one mapping, while the one
keyword enforces that a field contains exactly one mapping. The -> operator
defines the relations between signatures in fields.

02 sequence steps are represented in Alloy predicates, as shown in Listing[T.2}
Such predicates define how the system may transition from one state to another.
They are broken down into guard, effect, and frame conditions. Effect condi-
tions specify which mutable fields change, while frame conditions ensure that
mutable fields that should not change remain unaltered. Guard conditions must
be satisfied for the predicate to take effect, and most closely represent O-RAN
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Listing 1.2. Predicate that sends a NF Deployment Instiation request to a DMS

pred initiate_deployment (r:Request){
historically r not in r.target.dms.requests and
some r.targets.nodes //guard conditions
requests ’= requests + r.target.dms->r //effect condition
//frame conditions
deployment’ = deployment and nodes’ = nodes and responses’
= responses and err’ = err and processed’ = processed
}
Listing 1.3. Predicate that simulates the NF instatiation process
pred sim_error (r:Request, c:o0Cloud){
r in c.dms.requests and no r.error//guard
error’ = error + r->SUCCESS or error’ = error + r->ERROR
// code to update frame conditions, as inm Listing 1.2
}

preconditions. Listing [[.2] shows a predicate representing a request being sent to
a DMS. Here, the guard condition is that there must exist a worker Node that
the NF can be instantiated on.

Listing [I.3] shows the transition associated with instantiating an NF Deploy-
ment. For this step, the specification only states that resources are allocated.
We abstract the allocation, returning the success or failure of the instantiation.
We include an error possibility is to show that NF instantiation may not be
successful, as in real life.

Fact statements were written to force the solver down specific traces to ex-
plore possible real world states. That is, these statements set conditions that
cannot be violated. Facts can take the form of initial conditions, as shown in
Listing or fairness conditions. Fairness conditions force system progression,
preventing solver-generated counterexamples where the system stutters indefi-
nitely.

4.2 Analysing Feasibility and Safety

Our analysis of the O2 interface consists of verification of feasibility (there exist
cases where something good happens) and safety (something bad never hap-
peuns in every case). To check feasibility, we instructed the Alloy analyser to find
traces (instances) in which the target property holds. To verify safety, we in-
structed the Alloy analyser to perform bounded model checking. Due to Alloy’s
bounded analysis, results are necessarily scope-dependent. Increasing the num-
ber of atoms per signature or extending the trace length increases confidence in
the conclusions.
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Listing 1.4. Initial conditions in NF Deployment Instantiation

fact init {
all ¢ : oCloud | some c.nodes
all node : Node | no node.deployment
all r : Request |
no r.underlying_error and
no r.processed and
r.payload not in Node.deployment
no SMO.responses
all d : DMS | no d.requests

Listing 1.5. Safety assertion in NF Deployment Instantiation

assert response_implies_added_node {
always (all r : Request | (r->SUCCESS in SMO.responses)
implies (once r.payload not in Node.deployment) and r.
payload in Node.deployment)

Safety assertions were used to detect the existence of undesirable behaviour.
These capture invariants that must always hold across all instances, such as
consistency between SMO and O-Cloud state representations, absence of con-
flicting lifecycle transitions, and preservation of resource allocation constraints.
For example, in the NF Deployment Instantiation protocol (Listing7 we spec-
ify that a success response in the SMO’s inbox implies that the corresponding
NF was previously not instantiated and is now instantiated. This ensures that
responses are only generated following successful completion of the associated
deployment procedure. The solver then searches for traces that violate this in-
variant; absence of a counterexample indicates that the invariant holds under
the given scope.

Feasibility assertions were written to establish the existence of valid be-
haviour and intended progress conditions. These properties express that certain
desirable outcomes are achievable within the model. Listing|[l1.6| presents a prop-
erty that should be feasible for the NF Deployment Instantiation protocol. For

Listing 1.6. Property that should be feasible in NF Deployment Instantiation

fact hardware_can_host_multiple_NFs_fact {
eventually (some node : Node | (some disj a,b : NF | (a+b
) in node.deployment))
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example, it is expected that an O-Cloud Worker Node may be able to host more
than one NF instance. To evaluate feasibility, a fact statement that states that
the expected behaviour eventually occurs is created. If the enclosed behaviour
is valid under the model, we expect a valid trace to be generated that demon-
strates the expected behaviour. If the solver produces no such trace, the intended
behaviour is therefore not achievable within the given scope.

Across the analysed scenarios, safety properties ensured that O2 components
do not enter deployment without completion of the corresponding protocol, that
responses are only generated upon legitimate completion, and that error statuses
are consistent with request outcomes. Feasibility properties examined whether
worker nodes can host multiple NF instantiations were permitted, whether a
single NF can be instantiated across multiple nodes, whether failure messages
are propagated back to the SMO, and whether concurrent requests targeting
the same O2 component may both succeed. Together, these properties reflect
the dual requirement in NTN contexts to prevent unsafe configurations while
ensuring forward progress despite delay, concurrency, or disruption.

5 Results

We now discuss the results of the analysis described in Section [£:2] We also
report problems we found through modelling the O2 interface.

5.1 Feasibility

Hardware Scaling Post-Deployment (clause 3.1.5). We attempted to con-
firm that multiple O-Cloud Nodes may be deployed in a single O-Cloud instance,
and single O-Cloud Nodes may be shared between O-Cloud instances. For each
of these conditions, the analyser successfully generated traces that satisfy it. In
this case, there is ambiguity in the O-RAN specification. For example, despite
being against best practice [27], it is unclear whether shared Nodes between O-
Cloud instances is expected behaviour. Also, the hardware scaling preconditions
do not state that the targeted O-Cloud Node should not be previously deployed.

Another feasibility we checked is whether O-Cloud Node boot failure stalls
progression. For example, we stated an assertion that boot failure implies that
the request remains in the IMS inbox. Checking this assertion did not produce a
counterexample, implying that boot failure is not recoverable under the model;
the expected behaviour (a configuration attempt associated with a failed boot is
completed) never occurs. To further highlight this invalid behaviour, a fairness
condition was introduced that forces all hardware scaling operations to com-
plete. Upon asserting that boot failures cannot exist under this constraint, no
counterexample was found. That is, for hardware scaling to complete, the Node
must always successfully boot.

NF Deployment Instantiation (clause 3.2.1). It is commonly accepted
that worker Nodes possess the ability to host multiple NF instantiations, or that
a single NF Deployment may be instantiated among multiple nodes [5]. We check
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this ability in Alloy. This includes that a request failure does not prevent the
corresponding NF from later instantiation, or that two requests of the same NF
may both yield successful outcomes. The analyser generated traces for each of
these behaviours, showing they are permitted in the model, as expected.

Conversely, graceful error handling on instantiation was not observed. The
analyser failed to generate a trace in which the SMO receives an error response
during instantiation. Hence, this expected behaviour can never occur in the
model.

NF Deployment Scaling (clause 3.2.2, 3.2.3). Another feasibility as-
sertion explored is that deallocated resources can be reused. We successfully
obtained a trace showing that an allocated resource is removed due to a scale
in request and subsequently reallocated during a separate scale out operation.
Furthermore, we checked that NF Deployments have the ability to make use of
multiple resources. This returned a trace where two successive scale out requests
allocate resources to the same NF Deployment.

An ambiguity in the specification concerns whether a single resource can be
allocated to multiple NFs. The specification states only that resources are allo-
cated as required, and does not mention whether currently allocated hardware
resources can also be used for scaling. Best practice states that isolation is prefer-
able to hardware sharing [27], however, in an NTN context, where resources are
limited [23], shared may be required. To understand resource allocation during
scaling behaviour in the specification, a resource pool was implemented in the
NF Deployment scaling model to represent unused resources that are available
for deployment. If a scale out request is received, then a resource from the pool
is allocated to the target NF. We attempted to show that resource sharing be-
tween NF Deployments is feasible. However, no trace is returned, meaning that
resource sharing is not possible assuming best practise, which can only scale out
using unallocated resources from the pool.

NF Deployment Software Modification (clause 3.2.4). For software
modification, the existence of failure and success responses is checked as feasi-
bility properties. We successfully produced traces in which both response types
are observed in the SMO. Hence, complete success and failure pathways exist.

It is also checked that both the desired and existing NF may be deployed on
different hardware of the same O-Cloud instance. This produced a valid trace in
which this property is realised. Hence, the new NF need not be deployed upon
the same hardware as the NF for replacing.

NF Deployment Termination (clause 3.2.5). Two feasibility conditions
were tested to validate the suitability of the termination model. For each of two
SMO response types, the analyser returned traces in which the SMO response is
generated. This implies that both termination success and failure pathways are
reachable under the model.

Network Slices (clause 3.10.1, 3.10.2). For Cluster creation (clause
3.10.1), it is stated in the specification that network slices may span multiple
0O-Cloud instances. Hence, this property was tested using a feasibility assertion.
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As expected, a trace is produced showing that a slice may be associated with
multiple O-Clouds.

Furthermore, we checked that the failure to create a network slice does not
necessarily imply that all associated NFs are not instantiated. The analyser
successfully returned traces, showing that previously deployed NFs remain un-
affected by creation failures.

For network slice deletion (clause 3.10.2), a returned trace illustrated the
existence if complete success and error pathways, showing appropriate SMO
responses.

0O-Cloud Node Clusters (clause 3.11.2.3, 3.11.3.2). For O-Cloud Node
Cluster creation (clause 3.11.2.3) and deletion (clause 3.11.3.2) operations, we
successfully generated traces showing that both error and success responses can
be sent to the SMO in these use cases. All requests, no matter success or failure,
can result in an SMO response. Hence, errors are handled gracefully in the model,
as expected.

For the creation use case specifically, it was checked that multiple O-Cloud
Node Clusters may be created on a single O-Cloud instance. This produced
a trace implying that such a property occurs as expected. The possibility of
multiple clusters existing in a O-Cloud instance is an important property for
checking that cluster IDs are locally unique within O-Clouds, and that clusters
have disjoint resources as discussed later in Section [5.2

5.2 Safety

Hardware Scaling Post-Deployment (clause 3.1.5). As per the specifi-
cation, explored properties included that O-Cloud Nodes only boot due to an
on-going scaling request, deployed Nodes must have successfully booted, and
that a successful boot implies eventual Node deployment using Alloy facts to
mitigate stutter. Each assertion did not produce counterexamples, and thus, O-
Cloud Node configuration does not occur without a corresponding scale request.

NF Deployment Instantiation (clause 3.2.1). In the NF Deployment
instantiation model, various safety assertions were examined. For example, if
a request is completed, then an SMO response must be generated. Conversely,
if an SMO response is received, the corresponding NF must have been success-
fully instantiated. Neither of these assertions yield counterexamples. This implies
that NFs cannot be instantiated without it being directly requested, and that
responses cannot be sent to the SMO without the completion of the correspond-
ing request. An assertion stating that NFs cannot be instantiated on undeployed
Nodes was also written. This provided no counter examples, and thus, NFs can
only be instantiated upon deployed Nodes, as expected.

Upon altering the model so that the allocation of resources is included, a
safety condition was created to ensure that resources are only allocated to NFs
that are successfully instantiated. This assertion unexpectedly revealed a coun-
terexample in which an NF instantiation request has failed, but a required re-
source has been allocated. This is depicted in Figure [@ As there is no roll-back
mechanism in the spec, this demonstrates a resource leak upon error.
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Fig. 4. Unhandled Error Condition: resources were allocated but the overall NF insta-
tion request failed (clause 3.2.1).

Network Function Scaling (clause 3.2.2, 3.2.3). For NF deployment
scaling, we specified assertions requiring that resource allocation occurs only
if a successful scale-out request targeting the same NF deployment previously
appeared in the trace; no counterexamples were found. The dual property was
verified for deallocation, ensuring resources are released only following a success-
ful scale-in request, again yielding no counterexamples. Together, these results
show that resources cannot move between pools and NF deployments without
an explicit request. We further verified that any request leaving a DMS returns
a final status to the SMO, confirming that requests cannot be silently discarded
before completion. Finally, by constraining traces to include failed scaling op-
erations with corresponding SMO responses, we identified a counterexample in
which allocation fails but an error response is eventually returned. This demon-
strates that failures do not block overall system progression.

NF Deployment Software Modification (clause 3.2.4). Safety asser-
tions were checked on the software modification operation. This included that
all SMO responses correspond to a preceding operation, that the completion of
requests imply SMO responses, that the termination of the new NF implies an
unsuccessful operation, the termination of the existing NF implies a successful
operation, that all terminated NFs have there resources deallocated, and that if
both the desired and existing NF are concurrently instantiated, then they must
both exist within the same O-Cloud. Each of these assertions produced no coun-
terexamples, implying that SMO responses can only be generated via request
completion, there are no partially allocated resources and that the correct NF
is always terminated during software modifications.

NF Deployment Termination (clause 3.2.5). Several safety conditions
were written to confirm the absence of unwanted states due to NF Deployment
termination. This includes that success responses imply only occur if the appro-
priate NF has been terminated as well as that error responses imply that the
corresponding NF remains instantiated. It was also tested that the termination
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($partial_slices_s") SMO
delete: NP response: Slice->ERROR ML)
ids: 0 Cloud->VLAN_ID ponse:

nfs: NF

Fig. 5. Output of safety assertion violation for network slice deletion (clause 3.10.1).
As a counterexample is generated, it has been shown that slices may exist but not have
all required NFs instantiated. This is unexpected behaviour.

of an NF implies the deallocation of all appropriate resources. Each of these
assertions did not produce counterexamples. This shows that certain unwanted
behaviours are forbidden under the model. This includes that responses are only
generated upon operation success or failure, and that resources do not remain
partially allocated.

Network Slices (clause 3.10.1, 3.10.2). For slice creation (clause 3.10.1),
it was checked that success responses imply that all required NF have been in-
stantiated. This revealed no counterexample, as expected. Also, it was verified
that upon creation failure the slice has no associated VLAN IDs. No coun-
terexamples were produced, meaning VLAN ID clean up is always successful, as
expected.

A safety assertion was written to verify that partial slices may only exist
during slice deletion (clause 3.10.2). That is, if a network slice exists but an
NF that should be included in the slice has since been terminated, then there
must be an on-going deletion attempt. This assertion unexpectedly produces a
counterexample which is visualised in Figure [5, The ids relation in the Slice
atom contains a mapping to an O-Cloud and VLAN-ID, implying that this slice
is currently deployed. The preceding trace that generated this counterexample
attempted to delete this slice, but an error prevents this deletion as implied by
the response in the SMO atom. However, before the error occurred, the deletion of
the slice had already started, and the NF atom was terminated. Hence, there now
exists a network slice which is no longer slated for deletion, but an NF which
should be associated with the slice is no longer deployed.

0O-Cloud Node Clusters (clause 3.11.2.3, 3.11.3.2). For O-Cloud Node
Cluster creation (clause 3.11.2.3), various assertions were used to test safety
properties. This includes that no two Clusters may share the same resource, all
successfully created clusters contain at least one resource, no two Clusters in a
single O-Cloud instance may share the same cluster ID, and that resources that
reside in the same O-Cloud but different Clusters must be booked with distinct
IDs. Each of these assertions produced no counterexamples. Thus, it has been
shown that the inverse of these properties, which are invalid behaviours, never
occur. For O-Cloud Node Cluster Deletion (clause 3.11.3.2), similar safety as-
sertions were checked. This includes that all deletion requests deemed successful
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imply that the corresponding cluster no longer exists as well as the fact that all
Clusters remain non-empty and disjoint when in deployment.

5.3 Race Conditions

The O-RAN documentation does not prescribe a normative protocol for concur-
rent access. Instead, it offers illustrative examples of implementation approaches
that could be used to achieve safe concurrent operation (e.g. semaphore flags,
transaction tokens). This leaves specification conformance open to interpreta-
tion. An initial exploration of race conditions in Alloy found an example in
hardware scaling post deployment (clause 3.1.5), however, given the absence of
normative constraints, we cannot classify this as specification violation.

5.4 Lack of Error Conditions

Throughout the model process, it was observed that multiple sequences (clauses
3.1.5, 3.2.1) have insufficient error descriptions. As discussed in Section there
are no valid traces in which an error message is propagated back to the SMO.
This is due to the complete lack of error specification in these sequences. As no
exceptions are given, it is not well-defined how the system handles error. Hence,
the system idles and instantiation requests remain unfinished indefinitely. It is
also unclear how the O-Cloud should clean-up resources allocated during an NF
instantiation (clause 3.2.1) that has failed to complete. As shown in Section
this lack of roll-back procedure causes resources to remain allocated to NFs that
are not currently deployed. This is not a desirable state. In Section [5.2] it is
shown that there exists traces in which network slices exist, but not all required
NFs are instantiated. This again is due to the lack of roll-back procedures. While
the specification states that error may occur during network slice deletion (clause
3.10.1), it is not stated that the slice must be restored to its initial configuration.
This allows for the unwanted state in which a network slice exists, but not all
of its required NFs are deployed. As undesirable states are reachable under the
error conditions set out by the specification, it must be the case that such error
conditions are not satisfactory to maintain valid behaviour.

5.5 Summary

Through analysis of the O-RAN O2 interface specification description and Alloy
modelling, we have identified several issues with the robustness and correctness
of the O2 interface. A combination of feasibility assertion violations (Section 5.1
and safety assertion violations (Section , show that the specification contains
ambiguities in error specification. As a consequence of these ambiguities, simu-
lated errors cause models to enter unwanted states, as discussed in Section[5.4] It
was directly observed that errors in clauses 3.1.5 and 3.2.1 of the O2 specification
cause requests to indefinitely idle and prevent responses from being generated.
In addition, the lack of roll-back/clean up procedures in clauses 3.2.1 and 3.10.2
allow for resources to be left in partially allocated states.
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These findings suggest that the specification would benefit from clearer nor-
mative concurrency semantics, explicit pre/post conditions, and a canonical life-
cycle state model to reduce ambiguity and unintended non-determinism, espe-
cially in NTN deployment contexts.

6 Conclusions

To understand the robustness of the open radio access network (O-RAN) spec-
ification for use in non-terrestrial network environments, we use Alloy to for-
mally model the O2 interface. While others have explored formal verification of
O-RAN, this work has focused on the control applications that use the specifica-
tion, as opposed to modelling the normative specification itself. We choose Alloy
as it enables incremental specification for the hundreds of O-RAN use cases.
Through Alloy modelling of ten use cases, we observed that multiple use cases
did not contain sufficient error specification. The lack of any error conditions
causes models to indefinitely stutter, never completing requests that have been
deemed unsuccessful. Furthermore, the lack of clean-up procedures allow for par-
tially allocated resources. These issues challenge the correctness and robustness
of the O2 interface specification for use in NTN deployments.
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